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COURSE OBJECTIVES:

The student should be made to:

e To know the hardware requirement of BAN

e To understand the communication and security aspects in the BAN

e To know the applications of BAN in the field of medicine

UNIT I INTRODUCTION

Definition, BAN and Healthcare, Technical Challenges- Sensor design, biocompatibility, Energy
Supply, optimal node placement, number of nodes, System security and reliability, BAN
Architecture — Introduction.

UNIT Il HARDWARE FOR BAN

Processor-Low Power MCUs, Mobile Computing MCUs ,Integrated processor with radio
transceiver, Memory ,Antenna-PCB antenna, Wire antenna, Ceramic antenna, External antenna,
Sensor Interface, Power sources- Batteries and fuel cells for sensor nodes.

UNIT 111 WIRELESS COMMUNICATION AND NETWORK

RF communication in Body, Antenna design and testing, Propagation, Base Station-Network
topology-Stand —Alone BAN, Wireless personal Area Network Technologies-IEEE 802.15.1,
IEEE P802.15.13, IEEE 802.15.14, Zigbee.

UNIT IV COEXISTENCE ISSUES WITH BAN

Interferences — Intrinsic - Extrinsic, Effect on transmission, Counter measures- on physical layer
and data link layer, Regulatory issues-Medical Device regulation in USA and Asia, Security and
Self-protection-Bacterial attacks, Virus infection, Secured protocols, Self-protection.

UNIT V APPLICATIONS OF BAN

Monitoring patients with chronic disease, Hospital patients, Elderly patients, Cardiac arrythmias
monitoring, Multi patient monitoring systems, Multichannel Neural recording, Gait analysis,

Sports Medicine, Electronic pill.
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UNIT-I
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COURSE OUTCOMES

» On successful completion of this course, the student will be
able to
CO1: Comprehend and appreciate the significance and role of
this course In the present contemporary world.
CO2: Design a BAN for appropriate application in medicine.
CO3: Assess the efficiency of communication and the
security parameters.
CO4: Understand the need for medical device regulation and
regulations followed in various regions
CO5: Extend the concepts of BAN for medical applications.




UNIT I-INTRODUCTION

Definition, BAN and Healthcare, Technical Challenges-
Sensor design, biocompatibility, Energy Supply, optimal
node placement, number of nodes, System security and

reliability, BAN Architecture — Introduction.




Introduction of BAN

» A body area network (BAN), also
referred to as a wireless body area
network (WBAN) or a body sensor
network (BSN) or a medical body area
network (MBAN), is a wireless network of
wearable computing devices.

» BAN devices may be embedded inside the
body as implants or pills, may be surface-
mounted on the body in a fixed position, or
may be accompanied devices which
humans can carry in different positions,
such as in clothes pockets, by hand, or iIn
various bags.




Introduction of BAN

» The development of WBAN technology started around 1995 around the
Idea of using wireless personal area network (WPAN) technologies to
Implement communications on, near, and around the human body.

» A wireless personal area network (WPAN) is a type of personal
network that uses wireless communication technologies to communicate
and transfer data between the users connected devices.

» About six years later, the term "BAN" came to refer to systems where
communication is entirely within, on, and in the immediate proximity of
a human body.

» A WBAN system can use WPAN wireless technologies as gateways to

reach longer ranges. Through gateway devices, it is possible to connect
the wearable devices on the human body to the internet.

» This way, medical professionals can access patient data online using the
Internet independent of the patient location.
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Concept of BAN

» The rapid growth in physiological sensors, low-power
Integrated circuits, and wireless communication has enabled
a new generation of wireless sensor networks, now used for
purposes such as monitoring traffic, crops, infrastructure,
and health.

» The body area network field is an interdisciplinary area
which could allow inexpensive and continuous health
monitoring with real-time updates of medical records
through the Internet.

» A number of intelligent physiological sensors can be
Integrated into a wearable wireless body area network,
which can be used for computer-assisted rehabilitation or
early detection of medical conditions.




Concept of BAN

» This area relies on the feasibility of implanting very small
biosensors inside the human body that are comfortable and
that don't impair normal activities.

» The implanted sensors in the human body will collect
various physiological changes in order to monitor the
patient's health status no matter their location. The
Information will be transmitted wirelessly to an external
processing unit.

» This device will instantly transmit all information in real
time to the doctors throughout the world. If an emergency is
detected, the physicians will immediately inform the patient
through the computer system by sending appropriate
messages or alarms.




Applications of BAN

» ABAN In place on a patient can alert the hospital, even
before they have a heart attack, through measuring
changes in their vital signs (body functions).

» A BAN on a diabetic patient could auto inject insulin
through a pump, as soon as their insulin level declines.

» A BAN can be used, to learn the underlying health state
transitions and dynamics of a disease.

» Other applications of this technology include sports,
military, or security




Monitor body

conditions 357
. Incar communication
Seat mubomatesity

. adbinly wheo you =)
L& «* S

| Medical § Healthcare

E&ectromc Bill Payments

Security

(Authendients and pary Dy thoch |

Various Capabllltnes of

Body Area Networks

Automatic operation ¢wmr%y o

{Prvabar atans whar BUchad | opn and sock doons)

Applications of BAN



Standards of BAN

» The latest international standard for BANS is the IEEE
802.15.6 standard.




Components of BAN

v

A typical body area network needs energetic sign monitoring
sensors, motion detectors to help recognize the location of the
observed Individual & some type of communication, to transmit
motion readings to caregivers or medical practitioners.

A typical BAN Kit includes sensors, a battery, a transceiver, and a
processor. And also Physiological sensors like SpO2, ECG sensors
and other sensors like BP, PDA(Patent ductus arteriosus) and
EEG (Electroencephalogram) sensors are under development.

Various types of detectors for motion and monitoring sensors

Various kinds of accelerometers are used as the component in the
ban area network.

Different types of sensing techniques are used in the arrangement
of BANs like physiological sensors(ECG or EEG)




Definition

» A body area network (BAN) is the interconnection of
multiple computing devices worn on, implanted in a
person’s body. A BAN typically includes a smart
phone in a pocket or bag that serves as a mobile data
hub, acquiring user data and transmitting it to a remote
database or other system.




BAN and Healthcare

» The stethoscope is a medical device for listening to internal
sounds of an animal or human body and also used to
recognize the disease process.

» A stethoscope can be used to listen to the sounds made by
the heart, lungs as well as blood flow in arteries and veins.

» Since then diagnostic tool have been used to get more
Important information about their patients physiological
states.

» The next great challenges for diagnostic devices lies In their
ability to monitor a patients physical and biochemical
parameters continuously.

» The development of wireless BSNs offers a platform to
establish a health monitoring system and represents the
latest evolution of diagnostic tool.




BAN and Healthcare

1. Monitoring Patients with chronic disease

» BSNs offer the chance to monitor disease progression
and patient response to any treatment initiated.

» High blood pressure affect 50 million individuals in US
alone.

» Due to this the result may get in end organ failure, heart
failure and stroke.

» Heart failure affect 5 million people every year in US
and 300000 deaths each year.

» Blood pressure is very important in for controlling risk
factors such as smoking and high cholesterol.

»so BSNs would allow doctor to monitor the blood
pressure on regular daily lives




BAN and Healthcare

» Diabetes is another chronic disease, it is independent risk factor for
hypertension.

» 24000 cases of diabetes are induced blindness are diagnosed.

»56000 limbs are lost in the US alone.

» BSNs technology used to monitoring glucose level using sensors.
2. Monitoring Hospital Patients

» BSN applications offer the benefits for hospital is,

» Hospital setting, where a large number of patients with various
acute conditions are treated every year.

» This monitoring is normally in the form vital signs measurement
like blood pressure , ECG, heart rate and temperature, assessing
their level of consciousness and asking them how much pain they
are in.




BAN and Healthcare

» Patients undergoing are a special group whose level of
monitoring ranges from very high during and
Immediately after operation.

» Furthermore, In order to improve the efficiency of
hospital systems, the movements of patients through its
wards, clinics, emergency departments and operating
theaters may be tracked to try and understand where
workflow is being disrupted and may be streamlined.




BAN and Healthcare

3. Monitoring Elderly Patients

» Illustrating how people behave differently at the onset of
IlInesses include a decrease in appetite, a reduction In
movement and propensity to stay in doors.

» This system identify the most risk of vital sign
measurements to elderly patients.

» WASN set up in the patient home and BSN set up on the
patients body. It may be monitoring elderly patients in
their home environment during non temperate will allow
earlier detection to reduce the need for hospital admission




Technical Challenges

» Sensor design

» MEMS (Micro electro mechanical systems) integration
» Blocompatibility

» Power source miniaturization

» Low power wireless communication

» Context awareness

» Secure data transfer




Sensor Design

» Advances In biological, chemical, electrical and
mechanical sensor technologies have to led to have a
host of new sensors becoming available for wearable
and implantable use.

» The scope of the sensors is very wide . Ex. Patient
monitoring.

» In the case of patients with diabetes , trials of
Implantable glucose sensors are underway In an attempt
to reduce the patient population of the need for testing
blood glucose pinprick testing




Sensor Design

» The ability to determine tissue and blood glucose levels
using an implantable wireless glucose sensor may also
form the sensing part of a ‘closed feedback loop’
system.

» The other part of this loop is drug delivery pump which
continuously infuse a variable amount of insulin based
upon the patients glucose level.

» SO the closed feedback loop acting as artificial
pancreas, which maintains blood glucose within a
closely defined reference range.




Sensor Design

» Diabetics may be avoid not only uncontrolled blood
sugar, but also much of the end organ damage
assoclated with the condition like retinopathy, cardiac
and peripheral vascular disease.

» Reliability Is a very important requirement for sensors
In closed feedback loop system, because they
ultimately guide treatment delivery.

» Implantable sensor offer more accurate than the
Isolated sensors




Sensor Design

» Improvements In sensor manufacturing and nano-
engineering techniques , along with parallel advances iIn
MEMS technology offer potential for producing even
smaller implantable and attachable sensors.

» Miniaturized nano-engineered sensor currently under
development is a fluorescent hydrogel alginate microsphere
optical glucose sensor- demonstrate the reversible response
of the sensors under controlled and dynamic conditions.

» physiological sensors benefiting from MEMs technology
Integration include the micro needle array and implantable
blood pressure sensor.

» MEMSs device may prove important in drug delivery
component of closed feedback loop system.




Sensor Design

» MEMS sensor technology is a chip-based technology
that integrates mechanical elements, sensors, actuators,
and electronics using microfabrication technology

» MEMS sensors can detect and measure physical and
environmental properties such as magnetic fields,
acceleration, rotation, vibration, displacement, and so

on.

» MEMS sensors use the electrical and mechanical
properties of silicon to create small-scale, low-cost, and

high-accuracy devices




Biocompatibility

» Implantable sensors and simulators have had to
overcome the problems of long term stability and
biocompatibility.

» EX. Cardio pacemaker- prevents to beating heart
slowly.

» Implantable cardioverter-defibrillator(ICD)- detect a
life threatening , rapid heartbeat.

» This abnormal heartbeat is called arrhymia. If it occurs,
the ICD quickly sends an electrical shock to the heart.
The shock changes the rhythm back to normal-
defibrillation




'/'f

Biocompatibility

ot -

—ad W e -.](.Mw‘}"'r(r‘“ﬂﬁ's..\vu”

,

A
= ."!'.:.‘:‘ e a & ;. ““‘I"NL.,’ ' '& rJ' '6‘;‘.'0.‘

- - |f¢.’ ,,‘h‘, ..wu - ”‘."v“t'l‘lv"'."“f.\ s

|
.y i“.'." .c‘/!(‘ o n"w‘“' M » '.I.n'w 2 .~’lf-q "“ Q‘P; ',u‘

5 r-'vJo"qN“-‘n#‘ "‘. o Laddadt 'ﬁ'.'\.b_"“gl dl o '0.» - -"0.\:—

v/ "..(”"'),,v(

Adp
e

A
A VJ"l‘o"l"

| .
"ll‘a"l‘n';a’[‘

FH Interval

—

S




Biocompatibility

» ICD 1s demonstrated 1n 2001, a total of 26151 were
Implanted at 171 centers in the UK and Ireland.

» One of the main indications for an ICD is sudden cardiac
death, which affects approximately 100000 people annually
In UK, demonstrating the size of the patient population that
may benefit from this device.

» Other implantable devices currently used in clinical practice
Include implantable drug delivery systems for chronic pain,
sacral nerve stimulators ( send the low level mid electrical
Impulses to sacral and find the modulation of pelvic pain)
for anal incontinence, and high frequency brain stimulation
for neurological conditions




Biocompatibility

» Power consumption iIs very important issue in BAN and
until i1t i1s addressed it is unlikely Ex. Pacemakers would be
used to monitor the cardiovascular status as part of a BSN.

» Interference of these devices with each other, as well as
with day to day technologies used by patients such as
mobile phones is a concern that has been noted and must be
addressed.

» Interference also might affect implanted drug delivery
systems and stimulators.

» By using BSN we can make wireless transmission
frequency for new industrial standard.




Optimal Node Placement

» WBAN Is used in healthcare monitoring technology
which Is mainly used for monitoring different body
parameters like temperature, blood pressure etc...

» WBAN Is formed by a multitude of In vivo sensors
placed on the human body and special node is called an
body node coordinator (BNC)which is responsible for
collecting and sending the data collected by sensors to
an external server for future analysis.

» Placement of the BNC Is a critical task as it affects the
energy spent by other sensor nodes of WBAN, while
communication with the BN




Optimal Node Placement

» The placement of the BNC can be seen as an optimization
problem.

» Genetic algorithm based solution to decide the BNC
location to enhance the network lifetime of the WBAN.

» Genetic Algorithm (GA) is a search-based optimization
technigue based on the principles of Genetics and Natural
Selection.

» It is frequently used to solve optimization problems, in
research, and in machine learning.

Optimization
» Optimization Is the process of making something better.
In any process, we have a set of inputs and a set of outputs




Optimal Node Placement
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Optimal Node Placement

» Optimization refers to finding the values of inputs in such a way
that we get the “best” output values.

» The definition of “best” varies from problem to problem, but in
mathematical terms, it refers to maximizing or minimizing one or
more objective functions, by varying the input parameters.

Advantages of GAs

» Does not require any derivative information (which may not be
available for many real-world problems).

» Is faster and more efficient as compared to the traditional
methods.

» Optimizes both continuous and discrete functions and also multi-
objective problems.

» Provides a list of “good” solutions and not just a single solution.




Optimal Node Placement

» Useful when the search space is very large and there
are a large number of parameters involved.

Limitation of GAsS

» GAs are not suited for all problems, especially
problems which are simple and for which derivative
Information is available.

» Fitness value Is calculated repeatedly which might be
computationally expensive for some problems.




Optimal Node Placement

» The main
goal of
applying GA
In WBANS
for data
security iIs to
generate
rules that
protect the
data stored
and
transmitted
through
various
Sensors
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Energy Supply

» Power consumption is important factor in BSN.

» It determines not only the size of the battery required,
but also the length of time that the sensors can be left in
Situ.

» The size of the battery used to store the energy Is based
on the dimensions and weight of the sensor.

» These factors are important not only for implantable
but also the external sensor setting because they
determine how ‘hidden’ and ‘present in all part of
place’ the sensors are .




Energy Supply

» Several strategies have been developed to achieve low
power source.

» One of the strategy Is the development of micro-fuel
cells that could be used in the implantable sensors to
reduce the size of power supply, at the same time it will
Increase the lifetime of battery.

» Characteristics of fuel cells
- Highly attractive portable power generation
- High energy density and efficiency
- Combined with the ability to rapidly refuel.




Energy Supply

» Polymer electrolyte direct methanol and solid oxide
fuel cells are the alternatives to lithium ion batteries in
portable settings.

» Acoustic power transmission into an implantable
device with piezoelectric discs as power transducers.

> Increasing power storage capacity and achieve the maximum
efficiency.
» Reducing battery consumption through the increased use of
power harvesting from on body sources such as vibration and
temperature to enhance the battery life.




Energy Supply

» In WBSN system, the wireless communication link is
to be the greatest consume the power.

» low power wireless data paths Is the key to
development of power in WBSN.

» Reducing the power consumption is very important to
the practical development of BSNs.

» Ultra wideband radio is also suggested to achieve the
high data rates and low power consumption.

» Self configuring network carry the advantage of
reducing energy consumption from unnecessary nodes
as redundant, thereby increasing the system’s lifespan




System security and reliability
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System security and reliability

4

It highlights the importance of secure and reliable data transfer
for BSNs

It is the important elements of the BSN design as, sensitive
patient information is being transmitted through the wireless
network.

Unlike wired or wireless network architectures in which the
network configuration is mostly static and there is limited
constraint on resources.

The architecture for BSN is highly dynamic
> Placing more rigorous constraint on power supply
- Communication bandwidth

o Storage




System security and reliability

» In terms of security, BSN data must be secured with
strong cryptography to protect the patient’s privacy.

» Strong cryptography requires extensive computation
and resources.

» Considering the limited resources that a BSN node can
have, a compromised approach has to be taken to
maximize security at the same time minimizing
resource utilization.

» A strong, efficient and lightweight security
Infrastructure Is required for the practical deployment
of BSN applications.




System security and reliability

» The reliability of the network, directly affects the
quality of patient monitoring.

» Due to the constraint on communication bandwidth and
power consumption, traditional network reliability
technigues such as the retransmission mechanism for
TCP protocol, may not be practical for BSN

» Researchers developed several approaches to improve
the reliability

> Limited retransmission where packets are retransmitted for a
fixed number of times until the reception of the
acknowledgement




System security and reliability

> To form a multi path network and make the best route to avoid
the disrupted links.
» Most security and network reliability techniques aim to provide
the maximum security and reliability for generis WSN applications.
» In BSN , we can use high level context information on the low
level network to reinforce the security and reliability of the
network.

» EX. Biometric information for enhancing the permanent security of
the network

» Other implications of deploying BSNs include the appreciation of the
long term consequences of their effect on the body, particularly in the case
of implantable sensors.




System security and reliability

> Because of materials and manufacturing process used to
construct BSN nodes.
> Thelr battery supply
> Types of wireless data transfer used.
» In WSN large numbers of redundant energy depleted nodes
IS used as reusable.

» For BSN, both biodegradability and not moving of materials
offer potential solutions, but finding the right material for
manufacturing the nodes is likely to an important challenges.




BAN-Architecture

(1) WBAN




BAN-Architecture

» The communication in body sensor networks is of 2 types:
> In-body communication
> On-body communication

» In-body communication is the communication between
sensor nodes that are implanted inside human body.
The MICS (Medical Implant Communication System)
communication can be used only for in-body
communication.

» On-body communication occurs between wearable devices
which consist of sensor nodes. The ISM (Industrial
Scientific and Medical) band and UWB (Ultra-wideband)
communication can be used only for on-body
communication.




BAN-Architecture

The network architecture is divided into 4 sections-

WBAN Part —
It contains several number of cheap and low-power sensor
nodes, which can be used for continuous monitoring of
heart rate, ECG, blood pressure, etc. of a person.

» Being wireless In nature, this does not restrict the mobility
of the person for continuous evaluation. Hence, WBAN Is
used in healthcare systems for patients monitoring.

CCU (Central Control Unit) —
All sensor nodes provide their outputs to a central
coordination node present in the CCU. CCU receives the
signals from nodes and transmits it to the next section for
monitoring the human body.




BAN-Architecture

» WBAN communication —
Receives information from CCU and acts as gateway to
transfer information to the destination. For ex. mobile node
IS a gateway to remote station to send message to cellular
network using GSM/3G/4G.

» Control center —
It Is responsible for storing the information of user which
can be used in the future or for monitoring purpose. It
consists of end node devices like mobile phones(for
messaging), computer systems (for monitoring), and
server(for storing information in database).




BAN-Architecture
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BAN-Architecture

» In a wireless BAN, the nodes or sensors are placed on the
body or on everyday clothing. Several of these sensors are
connected to a central processor, which transfers the data to
a medical network where health care professionals assess
the user’s health condition.

» A key attribute of a BAN is that it allows medical data to be
sampled, processed, and transmitted while the user is at
home or on the move.

» BANS can bring about radical changes in the health care
delivered by ambulances, emergency rooms, operation
theaters, clinics, and homes.

» It aims at detecting any short-or long-term abnormalities in
users, the regulation of treatment procedures, alerting the
caregiver in case of an emergency, and improving patient
comfort.




BAN-Architecture

» Blomedical sensors are interconnected into a system to
form a body area sensor network (BASN). The term
BASN is used when referring to telemedicine or m-
health that involves mobile communication, networking,
and computing.

» A BASN node acts as an interface, helping in processing
and transmitting data in medical applications.

» There are three different kinds of sensors.

> Physiological sensors are used to measure parameters such as
blood pressure; blood glucose level; temperature; blood oxygen
level; and the signals related to ECG, EEG, and EMG.

o Bilokinetic sensors are used to measure the acceleration and the
angular rate of rotation that results from body movements.

o Ambient sensors are used to measure environmental factors such
=g femperature, light, and the sound pressure level.



BAN-Architecture

» The medical network is the most crucial tier as it receives
all the information about the patient’s medical status, which
IS then assessed by physicians.

» The medical network is usually operated by a hospital,
clinic, or a telemedicine center. The network has to protect
all personal data and handle multiple users.

» If a threatening medical condition is detected, biofeedback
systems can be calculated within a BASN. These systems
can trigger a treatment procedure when a medical condition
IS detected in the user.

» For example, if the blood glucose level is low or high, an
Implanted sensor detects the level of sugar and wirelessly

triggers an insulin pump to regulate the amount to be
Injected.




WBAN applications:
These are various applications:

1. Medical Applications:

» Remote healthcare monitoring — Sensors are put on
patient’s body to monitor heart rate, blood pressure and
ECG.

» Telemedicine — Provides healthcare services over a long
distance with the help of IT and communication.

2. Non-medical Applications:

» Sports — Sensors can be used to measure navigation, timer,
distance, pulse rate, and body temperature.

» Military — Can be used for communication between
soldiers and sending information about attacking, retreating
or running to their base commander.

» Lifestyle and entertainment — Wireless music player and
making video calls.
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HARDWARE DESIGN FOR BAN




SYLLABUS

Processor- Low Power MCUs, Mobile Computing
MCUs , Integrated processor  with radio
transceiver, Memory , Antenna- PCB antenna, Wire
antenna, Ceramic  antenna, External  antenna,
Sensor Interface, Power sources- Batteries and fuel cells
for sensor nodes.




Introduction

» The development of BSN has greatly benefited from
the rapid advances in WSN In recent years.

» The general design and requirements for BSNs can de
different from WSN applications.

» Many of the WSN development platforms can be
modified to provide for general BSN applications.

» Thus far, most research in BSN iIs based on WSN
platforms, particularly in wireless communication, data
fusion, and interfacing.




System Architecture of BAN
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Processor

» Most WSN platforms are based on COTS (Commercial Off-
The-Shelf) components, and the development of WSN
depends on rapid advancement of microprocessors.

» Commercial off-the-shelf (COTS) components for hardware
and software, hence being cheap, increasing reliability and
third parties can easily setup the monitoring infrastructure.

» COTS products are designed to be easily installed and to
Interoperate with existing system components.

» Some examples of Commercial Off The Shelf software
Include the following: ERP—Enterprise Resource Planning
packages. CRM-—Customer Relationship Management
packages. POS—Point of Sale packages.




Processor

» EX: theMica2 i1s a processor board and it has about
eight times the memory capacity and communication
bandwidth, at the same time maintaining the same
power consumption and cost.

» Unlike common Personal Computing applications,
WSN requires much less processing power due to
Imited on size and power consumption.

» For this reason WSN platforms mainly based on low
power microcontroller Units (MCUs) rather than the
using conventional PC-type processors.




Processor

» Depending on the amount of processing required a number
of WSN platform are based on mobile computing MCUs,
which are designed for Personal Digital Assistants (PDAS).

» A personal digital assistant (PDA), also known as
a handheld PC is a variety mobile device which functions
as a personal information manager. PDAs have been mostly
displaced by the widespread adoption of highly
capable smart phones, In particular those based
on 10S and Android.

» Recently many number of manufactures developing
processors with integrated radio transceivers.




Mica2

Flash memory 128K bytes
Measurement memory 112 K byles
EEPROM 1K bytes
A/D (Channels) 1) bits (8)
Frequency 133/868,/916 MH:
Data rate 19.2K bps
Outdoor range J00m
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Low Power MCUs

» For many WSNSs, node size and power consumption are
considered more important than the actual processing capacity.

» Among currently available MCUs, Atmel Atmega 128L and Texas
Instruments (T1) MSP430 are the most popular processors used in
WSN platforms due to their integrated low power design, multiple
sensor interfaces and widely available developing tools.

» Microcontroller is defined as where the memory and input output
devices are connected internally.

» Atmel Atmega 128L processor is an 8 bit low power
microcontroller that contains 64 pin interface

» It 1s mainly designed for embedded applications and industrial
automation.




Low Power MCUs

» Clock frequency of this processor is 16MHz and it deliver up
to 16MIPS (Million Instructions per second) processing
power.

» It requires one clock cycle to execute a number of instruction
set while PIC controller requires o number of clock cycle to
execute a number of instruction set .

» Equipped with a relatively large programmable flash memory
(128KB), while EEPROM and SRAM are 4K each, 8
channels of 10 bit ADCs and low operating voltage (2.7v), so
that this ATMEL ATmega processor is widely used in WSN
platforms.

» ADCs used for sensor interfacing where it receives the analog
signal and convert it to a digital signal.




Low Power MCUs

» Complete system on-a-chip includes LCD control, ADC, 1/0
ports, ROM, RAM, Basic timer, watchdog timer, UART etc.

» The TI MSP430 processor is an ultra low power 16 bit
RISC(Reduced Instruction Set Computer) processor.

» RISC- Is a type of microprocessor architecture that utilizes a
small, highly optimized set of instructions. It supports for
pipelining in which number of Instructions can be executed
concurrently, thus increase the instruction throughput and system
performance.

» In Atmel processor, which consumes 8mW in active mode and
75uUW In sleep mode, the MSP430 processor requires much less
power in both active mode (3mW) and sleep mode (15uW).

» Itis also has a low operating voltage of 1.8v




Low Power MCUs

» Active mode is used for calculations, decision-making, 1/0O functions,
and other activities that require the capabilities of an operating CPU.
All of the peripheral functions may be used, provided that they are
enabled.

» LPM3 Is the most important mode for battery-powered applications.
The CPU is disabled, but enabled peripherals stay active.

» With its wide range of interconnection functions, 12 bit ADCs and
the serial programming interface, so that MSP430 processor is
widely adapted in BSN node.

» High speed- 300ns per instructions at 3.3MHz.
Family of MSP430 processor

» MSP430C31x

» MSP430C32x

» MSP430C33x




Structure of MSP430 processor
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Low Power MCUs

Memory Address Bus (MAB), and the Memory Data Bus (MDB).
The Data Memory can be integrated into the specific family member
either with full (word) data width or with reduced (byte) data width.
The entire instruction set operates fully on byte and word data.

In the MSP430, the two main clock generation mechanisms are
Internal RC type oscillators and internal oscillators using external
crystals. The MSP430 can contain several internal oscillators. Of
particular note are the Digital Controlled Oscillator and the VLO low
frequency oscillator. Both of these are based on an RC network.

Module "JTAG/Debug" Is used to support the download and

debugging of user programs, the JTAG interface establishes a link

between the computer used for development and the MSP430

microcontroller chip. all models of MSP430 series microcontrollers

support programming of program memory through the JTAG
srfgce.



Low Power MCUs

- ACLK- crystal oscillator signal

> MCLK- main system clock signal

- SMCLK- sub main system clock signal
» These clock signals are used to run the peripheral module
function.

» Peripheral modules are connected to the CPU via Memory
Address Bus MAB, Memory Data Bus MDB and interrupt service
and request lines. The MAB Is usually a 5-bit bus for most of the
peripherals. The MDB is an 8-bit or 16-bit bus. Modules with an 8-
bit data bus are connected via bus conversion circuitry to the 16-bit
CPU.

»Watchdog timers are widely used In computers to facilitate
automatic correction of temporary hardware faults.

» Input Output and refers to the fact that the pins can support both
output and input functionalities.



Mobile Computing MCUs

» For certain WSN applications, high processing power is
required for video based monitoring and typical MCUs
will not be able to process the acquired sensor data In
real time .

» To balance power consumption and processing
performance a few of the WSN platforms have been
used ARM processors designed for handheld devices
such as PDA:s.

» For example two of the early WSN platforms, AWAIRS
1 and uAMPS, both used the intel strong ARM SA-100
processor.




Mobile Computing MCUs

Intel strongARM SA-100 processor iIs a 32 bit RISC
processor with operating frequency up to 206MHz.

» The newly announced sun spot system also uses a 32 bit
ARM processor which is a new processor with low power
consumption and smaller size.

» The recently proposed IMote2 uses the new Intel PXA 271
processor which is operated up to 416 MHz.

» 1IMote2 is a an advanced Wireless sensor node platform and
Integrates an 802.15.4(LR-WPAN) complaint radio.

» The iMote2 contains the Intel PXA271 CPU. The processor
can operate In a low voltage (0.85v) and enabling low
power operation.

v







Mobile Computing MCUs

» The PXA271 is a multi chip module that includes three chips in a
single package, the CPU with 256kB SRAM, 32MB SDRAM and
32MB of Flash memory.

» SDRAM- Synchronous DRAM that are synchronizes with the clock
speed. It increase the number of instructions that the microprocessor
can perform in a given time.

» It Integrates many 1/O options making it extremely flexible in
supporting different sensors, A/Ds, radios etc.

» These 1/O features include 12C, 2 synchronous Serial ports one of
which is dedicated to the radio, 3 high speed UARTs, GPIOs, SDIO,
USB client and host AC97 and 12C audio codec interfaces, a fast

infrared port, PWM, a camera interface and high speed bus means
mobile scalable link.

» 12C Is Inter Integrated circuit and this type of protocol is used for short
distance communication.

» General purpose input /output — used as input or output or both and is
controlled by software.

The Processor also supports numerous timer as well as real time clock.




Mobile Computing MCUs

» SDIO- secure Digital Input Output, it is a type of secure digital
card interface for Input or Output devices.

» USB client — A USB peripheral such as a printer or audio interface
, that connects to a USB host devices as computer or tablet.

» Infrared port is used to share the data through infrared rays.

» PWM modulation is a method of controlling the average power
delivered by an electrical signal.

» The PXA271 includes a wireless MMX coprocessor to accelerate
multimedia operations.

» MMX coprocessor(multimedia extension)

- Defines 8 processor registers and each register is 64 bits wide
and used to hold either 64 bit integers or multiple integer in a
packet form.




Mobile Computing MCUs

» It adds 30new media processor (DSP) instructions, support for
alignment and video operation and compatibility with Intel MMX and
SSE integer instructions.

» SSE- (Streaming SIMD extensions) Integer instructions operate on
packed words, double words and quad words contained in MMX
registers

> Where SIMD- single instruction multiple data
Radio Antenna:

» The Imote2 uses the CC2420 IEEE 802.15.4 radio transceiver from
Tl. CC2420 supports a 250kb/s data rate with 16 channel in the
2.3GHz band.

» For longer range a SMA connector can be soldered directly to the
board to connect to an external antenna.

» SMA connector (Sub Miniature version A) , it is a interface connector
| xlal cable and it has 50ohms impedance




Mobile Computing MCUs

Power Supply
> Primary power supply
- Rechargeable battery — Li-lon or Li-Poly batteries.
- USB- charge an attached battery

» In addition PXA processor provides a wide range of
connectivity and including SD(Secured Digital)
which allows iMote2 to use SD as an extended
memory storage or existing SD based wireless
connections such as Bluetooth and WLAN




Integrated processor with radio
transceiver

» It Is an popular processor due to their miniaturized size
and simplicity in board design.

» One example Is Berkeley spec, which Is a custom made
processor with an 8 bit RISC processor combined with
frequency shift keying transceiver.

» by Integrating the radio transceiver the size of the Spec
IS only 5mm2.

» Several commercial integrated MCUs have been
developed and WSNs platforms such as iMotel, Ml Tes,
RFRAIN, RISE and uPart0140ilmt are designed with
this MCUs to facilitate size reduction.




Integrated processor with radio
transceiver

» In recent research has taken to reduce the WSN node
by integrating sensors and power supply onto the
MCUSs.

» Example of this is the SAND (Small Autonomous
Network Devices) platform proposed by Philips
research.

» It consists of sensors, signal processing, data storage,
power management, low bit rate wireless
communication and a power source.




Integrated processor with radio

transceiver

Key parameters
» System-on-Chip Integration

> Single integrated circuit that includes both MC and MP core and a
radio transceiver on the same chip.

> This integration reduces the component count, design and saves space.
» Processing power
- choose a processor that meet the requirements of the BAN application.

- Depending on the complexity of data processing by choosing MC, a
low power application processor designed for specific medical signal
processing tasks.

» Radio transceiver

»Bluetooth low energy (BLE), Zigbee is the communication protocols
and provide the reliable communication within the BAN




Integrated processor with radio

transceiver

» Communication protocols: BLE is commonly used for short
range communication due to its low power consumption and
compatibility with mobile devices.

» Antenna Design: Design of antenna that fits within the limited
of the wearable or implantable device and it placement will
affect the signal strength and range.

» Power management: Dynamic voltage scaling, power gating
and sleep modes to conserve the energy when the device is not
actively processing the data.

» Data processing: Determine the types of data processing tasks
the integrated processor will handle. It include the sensor data

fusion, feature extraction, data compression and basic MLA for
eal time analysis.



Integrated processor with radio

transceiver

» Memory: Integrated processor has sufficient memory resources
to handle the application requirements.

» Security: To protect data both in transit and at rest. It includes
encryption, secure boot, authentication and access control
mechanisms.

» Fire ware Updates: design with the capability to receive fire
ware updates address security harmed without physical access.

» Interfacing: consider the necessary interfaces the connect
sensors, actuators and other components to the integrated
processor. Common interfaces include 12C, UART, GPIO and
SPI.

» Real time requirements: ensure that Integrated processor meet
he timing limitation of the system.




Integrated processor with radio
transceiver

» Certifications: depending on the application and market ,
need to follow to regulatory standards and obtain
certifications for wireless communication device.

» Form factor and packaging: Design the physical layout
and packaging of the device to accommodate the
Integrated processor, radio transceiver, antenna and other
components.




Memory

» Memory plays a crucial role in the hardware design of body
area networks (BANS), which are networks of wearable or
Implantable medical devices that monitor and transmit data
from the human body.

» In BANs, memory Is used to store various types of data,

such as sensor readings, patient information,
communication buffers, and software code.

Key Factors

1. Storage Requirements: Determine the amount of memory
required based on the type and volume of data the BAN
needs to handle. This includes sensor data, patient records,
communication protocols, and any real-time processing that
may be performed within the BAN.




Memory

2. Memory Types: There are various types of memory that can be used in
BANSs, each with its own characteristics:

> Non-Volatile Memory: Used for storing critical data that needs to be
retained even when power Is lost, such as patient information,
configuration settings, and firmware. EEPROMSs (Electrically
Erasable Programmable Read-Only Memory) or flash memory are
commonly used.

> Volatile Memory: Used for temporary data storage and processing
during the operation of the devices. SRAM (Static Random-Access
Memory) and DRAM (Dynamic Random-Access Memory) are
examples of volatile memory.

3. Power Efficiency: BAN devices are typically battery-powered and
require energy-efficient memory solutions to extend battery life. Low-
power memory technologies, such as low-power SRAM or FRAM

Ferroelectric RAM), can help minimize energy consumption.




Memory

4. Data Security: Security is crucial in medical devices to
protect patient privacy and prevent unauthorized access.
Implement encryption and secure storage mechanisms in
memory to safeguard sensitive data.

5. Memory Hierarchy: Consider implementing memory
hierarchies that optimize data access and processing. For
Instance, using different levels of cache memory can help
reduce the frequency of main memory accesses, conserving
power and improving performance.

6. Memory Interfaces: Choose appropriate memory
Interfaces based on the connectivity and communication
protocols used in the BAN. Common interfaces include SPI
(Serial Peripheral Interface), 12C (Inter-Integrated Circuit),
and memory-mapped interfaces for easy integration with
microcontrollers or processors.




Memory

7. Real-Time Constraints: If the BAN involves real-time processing,
select memory solutions that meet the timing limitations required by the
application. Low-latency memory technologies can be critical for
ensuring accurate and timely data processing.

8. Fault Tolerance: Incorporate error-correction mechanisms in memory
to handle potential bit errors caused by external factors, such as
electromagnetic interference or radiation. This is especially important
for implantable devices exposed to challenging environments.

9. Size and Form Factor: BAN devices are often small and lightweight,
so memory components should have a compact form factor that fits
within the device's physical constraints.

10. Flexibility for Updates: In wearable devices, the ability to update
firmware or software is important. Consider memory solutions that
allow for easy firmware updates and over-the-air (OTA) programming.




Memory

11. Integration with Processing Units: Ensure memory
compatibility with the processing units used in the
BAN. The memory should be accessible and efficiently
Interfaced with the microcontrollers or processors.

12. Endurance and Wear-Leveling: For flash memory,
Implement wear-leveling techniques to distribute write
and erase cycles evenly across memory cells, thus
extending the lifespan of the memory.




PCB Antenna
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A PCB (Printed Circuit Board) antenna is a type of antenna that
Is integrated directly onto a printed circuit board. It's commonly
used in various wireless communication systems, including Body
Area Networks (BANS).

A Body Area Network is a network of wearable or implantable
devices that are designed to communicate with each other and
potentially with external systems, usually for medical, fitness, or
monitoring purposes.

PCB antenna is a transducer converting current waves into
electromagnetic (EM) waves in a high-frequency PCB. PCB
antennas convert current in high frequency into EM waves that
propagate into the air. There are two PCB antennas in a high-
frequency PCB.

There are two PCB antennas in a high-frequency PCB. They are
embedded into the PCB as the etched copper structure. One
antenna acts as the radio frequency signal transmitted, and the
e[ acts as the reflected RF signal receiver.



PCB Antenna

» The simplest type of PCB antennas is

the loop antenna. Its simple closed
loop of PCB board is connected with
receiver or transmitter terminals.

This antenna may look like a round
or rectangular loop. The efficiency of
this antenna depends upon the size of
the loop and the copper material used
In its design.

When compared with the wavelength,
the loop antennas are too much
Inefficient, so they are not used for
transmission but can be used as
receptors.



PCB Antenna

The Patch antenna

» The patch antenna looks like a rectangular or circular patch
of copper on PCB. The span of the patch antenna is about
one-half of the wavelength of radio waves. The practicality
of patch antenna is at microwave frequencies because short
wavelengths help to design small-size patches.

» WLAN antennas and phased arrays both use this type of
antenna to have maximum gain with narrow beamwidth.
There 1s a bandwidth problem in this type, but by using a
thicker dielectric between patch and ground plane, the
bandwidth of the Patch antenna can be increased.




PCB Antenna
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Ground Plane

» Our cell phones, WLAN hardware

mostly use the Inverted-F type of
PCB antenna. This Is an
omnidirectional antenna having a
large ground plane for maximum
efficiency.

Some part of F patch does not use
copper but is a plane surface in this
type of PCB antenna, which helps to
expand the bandwidth of the antenna.
This antenna has two advantages on
the monopole. One is its shorter size
or compactness. The other is that its
Impedance matching is controlled by
designers, so we do not need external
matching components for impedance
matching.



The wavelength, antenna length, and frequency depend on each other during antenna working. Relation
between Time and frequency is given as

T=1/

Where f = frequency, T = time

To operate an antenna at 50 MHZ, time will be calculated as

T=1/f=02uS

For a specific frequency of 50MHz, the wavelength of an antenna is calculated using the below formula.

A=c/f

where ¢ = speed of light, A = 3¥(10) *8 / 50%(10) *6 =6 m
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The height of the substrate can be calculated as

0.3c
Hs =<

2mf |||3
"-.|

Where Hs = substrate height, F = frequency (GHz), ¢ = speed of
light, € = dielectric constant of substrate

The width of the trace can be determined using the given

formula. ,

L= —241

A I_-n b
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The microstrip width to depth ratio is determined by:
fet

LA
d (e4-2)

Where d = trace width, w = substrate width, A = effective Area



PCB antenna

Considerations for PCB Antenna Design in Body Area
Networks:

» Frequency: Choose a frequency band that is suitable for
your application. Common frequency bands include 2.4
GHz (Bluetooth and Wi-Fi) and 915 MHz (ISM band).

» Placement: The placement of the PCB antenna on the
wearable device Is crucial for optimal performance. The
human body can affect antenna performance due to
absorption and reflection of radio waves. Simulation tools
can help in determining the best placement.




Antenna- PCB antenna
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Ground Plane: The ground plane of the PCB plays a significant
role in antenna performance. Ensure proper grounding and avoid
placing components that might interfere with the antenna's
radiation pattern.

Matching Network: PCB antennas often require matching
networks to achieve good Impedance matching with the
transmitter/receiver circuitry. This ensures efficient transfer of
RF energy between the antenna and the circuit.

Radiation Pattern: Consider the radiation pattern of the
antenna. In a Body Area Network, the antenna should be
designed to have an unidirectional radiation pattern to ensure
reliable communication from various orientations.

SAR (Specific Absorption Rate): In medical or wearable
applications, consider the Specific Absorption Rate, which
Indicates the amount of RF energy absorbed by the body tissues.
Compliance with safety regulations is crucial.



Antenna- PCB antenna

» Materials and Thickness: The choice of PCB material
and its thickness can affect the antenna'’s performance.
Some materials might have higher dielectric losses,
affecting efficiency.

» Testing and Tuning: Prototyping and testing are
crucial to verify the antenna's performance in a real-
world environment.

» The design of a Body Area Network involves multiple
considerations beyond just the antenna, including
power management, data processing, and
communication protocols.




Antenna- PCB antenna

Advantages of PCB Antennas:
4

Compact Design: PCB antennas can be designed to be very
compact and lightweight, making them suitable for wearable
devices that are part of a Body Area Network.

Integration: PCB antennas can be Integrated directly into the
circuitry of the device, reducing the need for additional external
components.

Customizable: PCB antennas can be customized in terms of shape,
size, and layout to optimize performance within the constraints of
the wearable device.

Cost-Effective: Integrating the antenna onto the PCB reduces the
need for an additional external antenna, which can help In cost
savings and simplify the design.

Ease of Manufacturing: PCB antennas can be manufactured using
standard PCB fabrication processes, streamlining the overall
manufacturing process.




Wire Antenna

» A wire Antenna is a type of radio
antenna that includes a long wire
suspended over the ground.

» The wire in the antenna picks up the
signals & radiates them further. In this
antenna, the wire antenna length has nc
relation to its wavelength.

» The wire Is simply connected to the
transmitter or the receiver through the
tuner of an antenna to transmit or
receive the signals.

Wire Antenna



Wire Antenna

» The construction of antennas with
long wires is simple because the Conducting wire
length of this wire antenna Is
multiple of A/2. Generally, the
antennas which have A/2 or A/4  Pole
length is known as half-wave o & Transmission
dipole antenna. stand line

» But an antenna that has greater
than A/2 length is known as a long
wire antenna. Wire Antenna Design

» S0 the length of an antenna with a
long wire is considered as multiple
of half wavelength. So, the length
of the antenna with a long wire is
given as (L = n A/2).
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Wire Antenna

Wire Antenna Types
Short Dipole Antenna

4

The simple form of a wire antenna is a short dipole antenna.
This 1s an open circuit where the signal or data is fed within
the center. In this antenna, the term “short” does not refer to
the antenna size but basically, it is the relative wavelength.

This antenna has two ends where one end is open-circuited
& the remaining end is fed by an AC source. The frequency
range of this antenna ranges from 3KHz — 30MHz, so it Is
used mostly in low-frequency receivers.




Dipole Antenna

>

These antennas are broadly used iIn
different radio communication. This
antenna iIs very simple to design and it
operates on the high-frequency, very
high-frequency & ultra high-frequency
sections of the RF spectrum.

Half-Wave Dipole Antenna

4

A type of dipole antenna where the dipole
length is half of its wavelength at the
operating frequency is called half wave
dipole antenna. This is a very famous
dipole antenna which is also known
sometimes as a Hertz antenna.

This antenna’s operating frequency range
IS between 3 kHz — 300 GHz.

Half-wave dipole antennas are mainly
utilized in radio & TV receivers.
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Folded Dipole Antenna

» A folded dipole antenna is one type
of antenna which includes twc

conductors. These conductors are

form.

» The dipole length is half of the
wavelength. thus, it Is known a Folded Dipole
half wave-folded dipole antenna
The frequency range of this folded
dipole antenna ranges from 3 KHz
to 300 GHz and it is the most
frequently  utilized by TV
receivers.

simply connected on two sides & |
folded to shape a cylindrical closec \\



Monopole Antenna

» A _monopole antenna Is a radio
transmission antenna that iIncludes a
single conductor that is normally fed at
the base of an antenna through a voltage
source.

» This antenna Is a very simple and single-
wire antenna that i1s normally mounted
vertically & used normally for both
transmitting &receiving signals. So these
are used for Dbroadcasting or
communication purposes.

» Monopole antennas work at lower RFID
bands (2.2 to 2.6 GHz), medium RFID
bands (5.3- to 6.8 GHz), and upper RFID
bands (8.7 to 9.5 GHz).

Monopole Antenna



Helical Antenna

» A helical antenna is one kind of
wire antenna which is also known
as a helix antenna because the
shape of this antenna is a helix.

» The frequency range of this
antenna is approximately 30MHz —
3GHz. So this helical antenna
works in the range of VHF & UHF.




Wire Antenna

Considerations for Wire Antenna Design in Body Area
Networks:

» Length: The length of the wire antenna is directly related to
the frequency it's designed to operate at. Different lengths
correspond to different resonant frequencies.

» Ground Plane: A wire antenna typically requires a ground
plane, which is a conducting surface (usually the PCB or
the device enclosure) underneath the antenna. The size and
shape of the ground plane can affect antenna performance.

» Wire Gauge: The diameter of the wire used for the antenna
can impact its performance. Thicker wires have lower
resistance but might be less flexible.




Wire Antenna

» Impedance Matching: Just like with PCB antennas, impedance
matching is important for efficient transfer of RF energy. Matching
networks might be needed to achieve optimal performance.

» Mounting and Placement: The location and orientation of the wire
antenna can affect its radiation pattern and efficiency. Avoid placing
the antenna near components that might interfere with its
performance.

» Wire Type: Different types of wire materials can be used for
antennas. Copper wire IS a common choice due to its good
conductivity.

» Wire Insulation: If the antenna is placed close to the body, consider
using insulated wire to prevent direct contact and potential
discomfort for the user.

» Tuning and Testing: Prototyping and testing are essential to verify
the antenna'’s performance in real-world conditions.




Wire Antenna

Advantages of Wire Antennas:

» Simplicity: Wire antennas are relatively simple to design and
Implement. They don't require complex manufacturing processes or
specialized materials.

» Low Cost: The materials required for a wire antenna are cost-
effective, making them suitable for applications where budget
constraints are important.

» Flexibility: Wire antennas can be easily bent, shaped, and adjusted
to fit the form factor of wearable devices in a Body Area Network.

» Omni-Directional or Directional: Wire antennas can be designed
to have omnidirectional radiation patterns or directional patterns,
depending on the application's requirements.

» Ease of Integration: Wire antennas can be integrated onto the PCB
or the device itself, and they can also be extended outside the device
or improved performance.

:\\‘{ N




Wire Antenna

Disadvantages

» At low frequencies, the dipole antenna exhibits a large
Size.

» Loop antennas have poor gain, they hard to tune & are
extremely narrowband.

» Helical antennas size is bulky & they are very easily
de-tuned by near objects.

» Wire antennas need an appropriate matching system to
have better results.

» These antennas need a matching system or tuner unit.




Wire Antenna

Applications

» The applications of wire antennae include the
following.

» Wire antennas are broadly used as receiving antennas
on the short wave, medium wave & long wave bands.

» These antennas are used in point-to-point long-distance
communication because of their simple structure.

» These antennas are used in ships, space crafts,
buildings, automobiles, satellites, missiles, microwave
communication & very high gain applications.




Ceramic Antenna

» Ceramic antennas are another type of antenna commonly used
In the hardware design of Body Area Networks (BANs) and
other wireless communication systems.

» These antennas are constructed using ceramic materials that
offer certain advantages In terms of performance and
integration.

» A Ceramic Chip antenna is a specific type of antenna vaunted
for its small spatial requirements. Furthermore, these particular
antennas are usually integrated into PCBs to emit high-
frequency electromagnetic waves.

» However, they are limited In their range, which makes them
ideally suited for small devices, such as WiFi routers and
smartphones.

» Furthermore, Ceramic Chip antennas are the go-to alternative
whenever a larger antenna is not reasonable




Ceramic Antenna

Considerations for Ceramic Antenna Design in Body Area
Networks:

» Dielectric Properties: Ceramic materials have specific
dielectric properties that can affect the antenna's performance.
The dielectric constant of the ceramic material used can impact
the antenna'’s resonant frequency and impedance.

» Matching Network: Just like with other types of antennas,
ceramic antennas might require a matching network to ensure
good Impedance matching with the transmitter/receiver
circuitry.

» Ground Plane: The presence of a ground plane is still

Important for ceramic antennas, as It affects the antenna's

katlon pattern and performance.
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Ceramic Antenna

» Placement: Proper placement of the ceramic antenna is crucial for
optimal performance. It should be positioned to minimize
Interference from other components and to avoid obstructions.

» Tuning and Testing: Prototyping and testing are essential to fine-tune
the antenna's performance. Adjustments might be needed to achieve
the desired resonance and radiation characteristics.

» Form Factor: Ceramic antennas can be designed in various shapes,
such as patches or meander lines, to achieve desired performance and
fit within the constraints of the wearable device.

» Radiation Pattern: Consider the desired radiation pattern for the
application. Depending on the use case, you might require an
omnidirectional or directional radiation pattern.

» Manufacturing: Ceramic antennas might require specialized
manufacturing processes to ensure the accurate placement and
lntegration of the antenna on the PCB or device.

\
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Advantages of Ceramic Antennas:
4

Performance: Ceramic antennas are known for their good
performance characteristics, Including high efficiency and
stable radiation patterns.

Miniaturization: Ceramic antennas can be designed to be very
compact while still maintaining good performance, making
them suitable for wearable devices in BANS.

Integration: Ceramic antennas can be easily integrated onto a
printed circuit board (PCB) or embedded within the device's
enclosure, providing a seamless design.

Frequency Range: Ceramic antennas can cover a wide
frequency range, allowing flexibility in choosing the
appropriate frequency band for the BAN application.

Durability: Ceramic materials are robust and resistant to

environmental factors, making them suitable for wearable
devices that might be exposed to various conditions.



Ceramic Antenna

Disadvantages

» Increased initial cost, due to the purchase price of the
ceramic chip antenna and the requirement of its
supporting components.

» The ceramic chip antenna lacks performance




External Antenna

» An external antenna is a type of antenna that is located outside the device's
enclosure and is connected via a cable or other means. Using an external
antenna in the hardware design of a Body Area Network (BAN) has its
own set of considerations and advantages. Here's some information about
using an external antenna in the hardware design of a BAN:

Advantages of External Antennas:

» Performance: External antennas can often provide better performance
compared to internal antennas due to their larger size and placement
outside the device's enclosure.

» Flexibility: External antennas can be swapped or replaced if necessary to
optimize performance for specific use cases or environments.

» Isolation from Interference: External antennas can be positioned away
from internal components that might cause interference or signal
degradation.

» Adaptability: Different types of external antennas can be chosen based on
the frequency band, radiation pattern, and other requirements of the BAN
application.




External Antenna

Considerations for External Antenna Design in Body Area
Networks:

» Cable Loss: The cable connecting the external antenna to the device
can introduce signal loss, affecting overall performance. Use low-
loss cables and consider cable length carefully.

» Connector Type: The type of connector used to attach the external
antenna to the device Is Important. Common connectors include
SMA, RP-SMA, MMCX, U.FL, etc.

» Physical Mounting: The external antenna needs to be securely
mounted to the device to prevent damage or disconnection during
use.

» Form Factor: Choose an external antenna that fits the form factor and
design aesthetics of the wearable device while providing the desired
performance.

» RF Regulations: Make sure that the chosen external antenna
complies with relevant RF regulations and standards to avoid
. erference with other devices.




External Antenna
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Environmental Considerations: Consider the potential impact
of environmental factors, such as moisture or physical stress,
on the external antenna's performance and durability.

Radiation  Pattern:  Depending on the application’s
requirements, select an external antenna with an appropriate
radiation pattern (omnidirectional, directional, etc.).

User Experience: Consider how the external antenna might
Impact the user's experience with the wearable device, such as
comfort and mobility.

Using an external antenna in a Body Area Network can be
beneficial  for  achieving  improved  communication
performance, especially in situations where internal antennas
might be limited by space or body effects. However, the
Integration of external antennas might require careful attention
to cable routing, connector compatibility, and overall device
aesthetics.
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Sensor interface

» Designing a sensor interface for a Body Area Network (BAN) involves creating
the hardware and circuitry necessary to connect sensors to the wearable device
and enable data transmission between the sensor and the network.

1.

o

Sensor Selection:

Choose sensors that are appropriate for the specific application of the BAN.
Sensors could include biosensors (heart rate, temperature, ECG), motion
sensors (accelerometers, gyroscopes), or other specialized sensors.

Consider the accuracy, sensitivity, power consumption, and form factor of the
Sensors.

. Sensor Interface Circuitry:

Design the necessary circuitry to interface with the sensors. This might
include amplifiers, filters, analog-to-digital converters (ADCs), and digital
signal processing components.

Depending on the sensor type, signal conditioning might be needed to ensure
accurate data acquisition.




Sensor interface

3. Power Management:

> Sensors often require power, and power efficiency is crucial in wearable
devices.

> Implement power-saving techniques, such as duty cycling or low-power
sleep modes, to extend battery life.

4. Communication Protocol:

> Choose a suitable communication protocol to transmit sensor data to the
network. Common options include Bluetooth, Zigbee, Wi-Fi, or custom
wireless protocols.

o Ensure that the chosen protocol aligns with the device's power
constraints and communication range requirements.

5. Data Transmission:

> Implement reliable data transmission mechanisms to ensure that sensor
data is accurately transmitted and received by the central processing unit
or network gateway.

o Consider error-checking, data compression, and encryption mechanisms
S~aceded.




Sensor interface

6. Real-Time Processing:

> Some applications may require real-time processing of sensor data.
Ensure that the processing capabilities of the device are sufficient for the
required tasks.

7. Data Fusion:

° In many cases, data from multiple sensors need to be fused to provide
meaningful insights. Implement algorithms for data fusion and sensor
calibration.

8. User Interface:

> Design a user-friendly interface for users to interact with the BAN, such
as a display, LEDs, or haptic feedback.

o Consider how users will receive information from sensors or interact
with the wearable device.
9. Electromagnetic Compatibility (EMC) and Interference:

- Mitigate potential interference between sensor interfaces and other
components in the wearable device to ensure accurate sensor data
acquisition.




Sensor interface

10. Regulatory Compliance:
o Ensure that the sensor interface design complies with relevant
regulations and standards, particularly those related to medical

devices if applicable.
11. Testing and Validation:
> Thoroughly test the sensor interface in real-world scenarios to verify
Its functionality, accuracy, and reliability.
> Conduct user testing to ensure that the interface meets usability
requirements.

» Designing a sensor interface for a Body Area Network requires a
multidisciplinary approach, involving expertise in electronics, sensors,
wireless communication, power management, and user experience

design.




Power sources—- Batteries and fuel
cells for sensor nodes

» Power sources are a critical component in the hardware design of
Body Area Networks (BANS), especially for sensor nodes that need
to operate autonomously. Batteries and fuel cells are common
options for providing power to sensor nodes in wearable devices.
Here's a breakdown of both options:

1. Batteries: Batteries are widely used power sources for wearable
devices due to their simplicity and availability. When choosing
batteries for sensor nodes in a BAN, consider the following factors:

» Capacity: Choose a battery with sufficient capacity to support the
desired operating time of the sensor node. This depends on the power
consumption of the sensors and the communication module.

» Chemistry: Different battery chemistries have varying energy
densities, lifetimes, and characteristics. Common chemistries include
Ithium-ion (Li-ion), lithium-polymer (LiPo), and zinc-air batteries.
A




Power sources- Batteries and fuel
cells for sensor nodes

» Form Factor: Select batteries that fit within the form factor
constraints of the wearable device. Some batteries are
flexible or can be shaped to match the design.

» Weight: Minimize the weight of the battery to ensure the
wearable device remains comfortable and practical for
users.

» Charging: Consider whether the battery can be recharged
and the charging time required. Rechargeable batteries
reduce waste and overall cost.

» Battery Management: Implement battery management
circuitry to prevent overcharging, over-discharging, and to
monitor battery health.




Power sources- Batteries and fuel

cells for sensor nodes

» Fuel Cells: Fuel cells are an alternative to traditional
batteries and offer longer operational lifetimes, but they
come with their own set of considerations:

» Types: Hydrogen fuel cells and methanol fuel cells are
commonly used in portable applications. They produce
electricity by reacting hydrogen or methanol with oxygen.

» Lifetime: Fuel cells can provide power for longer durations
compared to batteries, making them suitable for
applications where changing batteries frequently iIs
Inconvenient.

» Size and Weight: Fuel cells can be more bulky and heavier
than batteries due to the need for reactant storage (hydrogen
or methanol).




Power sources- Batteries and fuel
cells for sensor nodes

» Refueling/Replacement: Consider the process of refueling
or replacing the fuel cartridge. This might be less
convenient than recharging batteries.

» Environmental Impact: Fuel cells have the advantage of
producing electricity with minimal environmental impact,
as their main byproduct is typically water.

» When choosing between batteries and fuel cells for sensor
nodes in a BAN, you need to carefully balance factors like
energy density, weight, size, recharging/refueling logistics,
and overall device lifetime. The choice may also depend on
the specific application and the available infrastructure for
battery charging or fuel cell refueling.
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Interferences

» Interference in Body Area Networks (BANS) refers to
the disruption or degradation of wireless
communication signals between wearable or

Implantable medical devices within or around the
human body.

» Interference can be caused by various factors and can

have significant implications for the reliability and
effectiveness of these networks




Types of Interferences

» Frequency Interference:

> Co-channel Interference: BAN devices may operate in the
same frequency bands as other wireless technologies like
Wi-Fi, Bluetooth, or Zigbee. Interference can occur when
multiple devices share the same frequency, leading to signal
collisions and reduced performance.

» Intra-body Interference:

o Tissue  Absorption: The human body absorbs
electromagnetic waves to varying degrees, depending on
factors like tissue type and thickness. Signals passing
through different body tissues can weaken, leading to
reduced signal strength and communication range.




Types of Interferences

» Interference from Nearby Devices:

> Other BAN Devices: Multiple BAN devices worn by the same
person can interfere with each other if they operate on
overlapping frequencies or use incompatible communication
protocols.

o External Devices: Nearby electronic devices, such as smart
phones, tablets, or medical equipment, can emit electromagnetic
Interference (EMI) that disrupts BAN communications.

» Body Movements and Orientation:

- Body Movements: Changes in body position, motion, or posture
can affect the orientation and relative positioning of BAN
devices, potentially leading to signal blockage or fading.




Types of Interferences

» Interference from Medical Equipment:

- Medical Equipment EMI: Certain medical equipment used
In healthcare settings, such as magnetic resonance imaging
(MRI) machines or defibrillators, can emit strong
electromagnetic fields that interfere with BAN operations.
This interference can disrupt data transmission and pose

risks to patient safety.
» Security Concerns:
o Unauthorized Access: Unauthorized devices or malicious

actors attempting to intercept or disrupt BAN
communications can introduce interference and compromise

data privacy and security.



Interferences

To mitigate interference In BANS, designers and healthcare

>

professionals employ several strategies:

Frequency Management: Carefully select and manage the
frequency bands used by BAN devices to minimize interference
with other wireless technologies.

Antenna Design: Employ specialized antennas and signal
processing techniques to improve signal reception and reduce the
Impact of interference.

Body-Aware Algorithms: Develop algorithms that adapt to
changes in the body's position and orientation, allowing BAN
devices to maintain stable communication.

Shielding and Filtering: Use shielding materials and filters to
reduce the effects of EMI from external sources and other
electronic devices.




Interferences

» Authentication and Encryption: Implement robust
security measures to prevent unauthorized access and
protect BAN data from interference and eavesdropping.

» Effective interference management is crucial in BANSs
to ensure the reliability and safety of medical
monitoring and treatment processes.

» Regulatory bodies and standards organizations also
play a role in defining guidelines and requirements for
BAN interference mitigation in healthcare settings.




Interferences

» Intrinsic Interferences

> Frequency Interference: BAN devices often operate in the
unlicensed Medical Body Area Network (MBAN) spectrum.
Intrinsic interference can occur when multiple BAN devices
within close proximity use the same frequency channels,
leading to interference and reduced performance. Devices
need to be designed to avoid frequency conflicts.

o Interference Due to Body Tissues: The human body can
attenuate wireless signals. Intrinsic interference can occur
when signals weaken as they pass through different body
tissues or encounter obstacles within the body, affecting the
reliability and range of BAN devices.




Interferences

o Interference from Device Components: The components
of BAN devices themselves, such as antennas, sensors, or
transceivers, can generate electromagnetic interference
(EMI) or electromagnetic compatibility (EMC) issues.
Poorly shielded components can disrupt the proper
functioning of nearby BAN devices.

» Extrinsic Interferences

o External Wireless Devices: BANSs often coexist with other
wireless devices in the surrounding environment, like Wi-Fi
routers, Bluetooth devices, or cellular networks. These
external devices can introduce extrinsic interference into the
BAN, causing signal degradation and potential data loss.




Interferences

o Interference from Medical Equipment: In healthcare
settings, various medical equipment, such as MRI machines,
can emit electromagnetic radiation that interferes with BAN
operations. Managing the coexistence of BANs with other
medical equipment is critical to ensuring patient safety and
device reliability.

> Security Concerns: Unauthorized devices or malicious
actors attempting to interfere with BAN operations can be
an extrinsic interference issue. Ensuring the security of BAN
communications is crucial to prevent such interference.




Effect on transmission

» Coexistence issues can arise in Body Area Networks
(BANs) when multiple devices and communication
technologies operate in close proximity within the same
body or environment. These issues can have a significant
Impact on the transmission and performance of BANSs. Here
are some common coexistence issues and their effects on
BAN transmission:

» Interference: Interference occurs when multiple devices
operating on the same or nearby frequency bands interfere
with each other's signals. In a BAN, this can lead to signal
degradation or even complete signal loss.




Effect on transmission

- Effect on Transmission: Interference can disrupt data
transmission, causing packet loss, reduced data rates, and
Increased error rates. This can lead to a degradation in the quality
of healthcare monitoring data or communication between BAN
devices.

» Spectrum Congestion: With the proliferation of wireless
technologies, spectrum congestion becomes a significant concern.
BANSs often share frequency bands with other wireless devices like
Wi-Fi, Bluetooth, and cellular networks.

o Effect on Transmission: Spectrum congestion can lead to
decreased available bandwidth for BANS, resulting in slower data
rates and potential delays in transmitting critical health

Information.




Effect on transmission

» Power Consumption: Coexistence issues can also affect
power consumption. When BAN devices need to compete
with other devices for resources or encounter interference,
they may need to increase their transmission power, leading to
higher energy consumption.

- Effect on Transmission: Increased power consumption can
reduce the battery life of BAN devices, which is a critical
concern, especially in medical applications where long-term
monitoring Is required.

» Collision and Contention: In multi-device environments,
there can be contention for the wireless medium, leading to

collisions when two or more devices attempt to transmit

simultaneously.
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Effect on transmission

- Effect on Transmission: Collisions can result in data packet
loss, requiring retransmissions, which increase latency and
reduce overall network efficiency. In healthcare
applications, this can lead to delays in transmitting vital
patient data.

» Protocol Conflicts: Different BAN devices may use different
communication protocols, and when they interact with each
other or other wireless devices, protocol conflicts can occur.

- Effect on Transmission: Protocol conflicts can prevent
successful communication between BAN devices, leading to
data exchange failures or errors in interpreting received data.




Effect on transmission

To address these coexistence issues in BANSs, several strategies can be
employed, including:

» Frequency Planning: Careful allocation of frequency bands to
different wireless technologies and devices to minimize interference.

» Coexistence Protocols: Development and use of coexistence
protocols that allow devices to share the spectrum efficiently and
avoid collisions.

» Adaptive Transmission Power: Devices can adapt their
transmission power levels based on the current environmental
conditions to minimize interference and conserve energy.

» Advanced Modulation Techniques: Use of advanced modulation
and coding technigues to improve the robustness of data transmission
In the presence of interference.

» Dynamic Channel Allocation: Techniques that dynamically allocate
channels or time slots to devices based on demand and interference
levels.




Countermeasures at the Physical
Layer and data link layer

Countermeasures at the Physical Layer:
» Frequency Planning and Allocation:

> Allocate non-overlapping frequency bands to BAN devices and ensure
minimal overlap with other wireless technologies (e.g., Wi-Fi, Bluetooth).

> Use spectrum analysis tools to identify and avoid crowded frequency bands.
» Dynamic Frequency Selection (DFS):

> Implement DFS mechanisms that allow BAN devices to dynamically switch
to less congested frequency channels when interference is detected.

» Adaptive Transmission Power Control:

> BAN devices should have the capability to adjust their transmission power
based on proximity to other devices to reduce interference and conserve
energy.

» Orthogonal Frequency Division Multiplexing (OFDM):

> Utilize OFDM modulation technigues, which are resistant to narrowband
interference and can improve coexistence in shared frequency bands.




Countermeasures at the Physical
Layer and data link layer

Countermeasures at the Data Link Layer:
» Carrier Sense Multiple Access (CSMA):

> Implement CSMA-based protocols where devices listen for ongoing
transmissions before initiating their own, reducing the likelinood of
collisions.

» Time Division Multiple Access (TDMA):

- Use TDMA to allocate specific time slots for BAN devices to transmit,

reducing the chances of simultaneous transmissions and collisions.
» Clear Channel Assessment (CCA):

o Integrate CCA mechanisms into BAN devices to detect channel activity
before transmitting data. Devices will wait until the channel is clear to
transmit.

» MAC Layer Synchronization:

> Ensure synchronization among BAN devices using mechanisms like clock

synchronization to coordinate data transmissions and reduce contention.




Countermeasures at the Physical
Layer and data link layer

» Priority-Based Access:

o Assign different priority levels to various BAN devices or types of data.
High-priority devices or data can have preferential access to the channel.

» Channel Hopping:

o Implement channel hopping techniques where BAN devices periodically
switch to different frequency channels to avoid continuous interference in a
single channel.

» Error-Correction Coding:

o Employ error-correcting codes at the data link layer to improve the
reliability of data transmission, especially in the presence of interference.

» Interference Detection and Avoidance:

> Use interference detection algorithms to identify interfering signals and take
actions like channel switching or adaptive modulation to mitigate the




Countermeasures at the Physical
Layer and data link layer

» Frame Aggregation:
> Combine multiple smaller data frames into larger ones to
reduce the overhead associated with frame headers, thereby
Improving spectral efficiency.
» Adaptive Data Rates:
> Implement mechanisms for BAN devices to dynamically
adjust their data rates based on channel conditions and
Interference levels to optimize transmission quality.

» These countermeasures can help address coexistence issues in
Body Area Networks and ensure more reliable and efficient
communication among BAN devices, even in crowded




Regulatory issues—-Medical Device

regulation in USA and Asia

United States (USA) Medical Device Regulation:

» FDA Oversight: In the United States, medical devices,
Including those used in BANSs, are regulated by the Food and
Drug Administration (FDA). The FDA classifies medical
devices into different classes based on their potential risks,
with Class 111 devices having the highest risk.

» FDA Premarket Approval (PMA): Class Il devices, which
may Include certain advanced BAN devices, require
premarket approval from the FDA. This involves rigorous
testing and evaluation to ensure safety and efficacy.

» 510(k) Clearance: Lower-risk medical devices, such as some
BAN sensors, may go through the 510(k) clearance process.
Manufacturers need to demonstrate substantial equivalence to
an already approved device.




Regulatory issues—-Medical Device
regulation in USA and Asia

» Quality System Regulation (QSR): Manufacturers of
medical devices must adhere to the FDA's Quality System
Regulation, which outlines requirements for design,
manufacturing, and post-market surveillance.

» Wireless Communication Standards: For BANs involving
wireless communication, adherence to standards such as
IEEE 802.15.6, which Is designed for wearable and
Implantable BANSs, can facilitate regulatory compliance.

» Cyber security and Data Privacy: Ensuring data security
and patient privacy is crucial, and the FDA provides
guidance on managing cyber security risks in medical
devices.




Regulatory issues—-Medical Device
regulation in USA and Asia

Asian Medical Device Regulation

» Diverse Regulatory Landscape: Asia comprises numerous
countries with varying regulatory frameworks for medical
devices. Major markets like China, Japan, and India have
their own regulatory authorities and requirements.

» CFDA (China): The China Food and Drug Administration
(CFDA) oversees medical device regulation in China. They
classify devices into different categories and require
registration or approval before market entry.

» PMDA (Japan): In Japan, the Pharmaceuticals and Medical
Devices Agency (PMDA) regulates medical devices. Japan
has a strict approval process for medical devices, including

hose used in healthcare wearables.




Regulatory issues—-Medical Device

regulation in USA and Asia

» CDSCO (India): The Central Drugs Standard Control
Organization (CDSCOQO) in India regulates medical devices.
India has been working on harmonizing its regulatory
framework with international standards.

» ASEAN Harmonization: Several Southeast Asian nations,
Including Malaysia, Singapore, and Thailand, are worklng
towards harmonizing medical device regulatlons through the
ASEAN Medical Device Directive.

» Local Testing and Registration: Many Asian countries
require local testing and registration, which can create
challenges for manufacturers trying to enter multiple markets.

» Data Localization: Some countries in Asia have data
localization requirements that affect BANSs, particularly
concerning the storage and transmission of patient data.




Regulatory issues—-Medical Device
regulat|on in USA and Asia

» Language and Documentation: Language requirements for
documentation and labeling can vary across Asian countries.

» Market Access Challenges: Navigating the diverse and
evolving regulatory landscape in Asia can be challenging for
companies looking to introduce BAN technologies.

» It's essential for manufacturers and developers of BAN
devices to understand and comply with the specific regulatory
requirements in each region where they intend to market their
products.

» This iIncludes adhering to quality standards, data privacy
regulations, and local testing and documentation requirements
to ensure successful market entry and coexistence with other

medical devices and wireless technologies.




Security and Self-protection

Security Concerns in BANs Due to Coexistence Issues:

» Interference-Related Security Risks:
> Coexistence issues can make BANSs vulnerable to interference, which
may lead to unauthorized access or manipulation of sensitive health
data.
o Security mechanisms should be in place to ensure that data
transmission remains confidential and tamper-proof.
» Data Integrity and Authentication:
o Interference or collisions can result in data corruption or unauthorized
data injections into the network.

o Strong data integrity checks and authentication methods are essential
to verify the legitimacy of data sources within the BAN.




Security and Self-protection

» Denial of Service (DoS) Attacks:

o Coexistence issues, especially those related to interference, can be

exploited by attackers to launch DoS attacks, disrupting BAN
operations.

> BANS should have mechanisms to detect and mitigate DoS attacks.
Self-Protection Mechanisms to Address Coexistence Issues:
Frequency Hopping:

> BANSs can employ frequency hopping techniques to change

operating channels rapidly, making it more challenging for
potential attackers to target specific frequencies for interference.

Dynamic Channel Selection:
o Self-protection mechanisms can include algorithms that

continuously monitor interference levels and switch to less
congested channels to maintain reliable communication.
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Security and Self-protection

» Cognitive Radio Techniques:

- Cognitive radio technology can enable BAN devices to sense and adapt to the
wireless environment actively, selecting the best available channels and
avoiding interference sources.

» Intrusion Detection Systems (IDS):

> Deploy IDS within the BAN to monitor network traffic for suspicious
activities or signs of interference.

- |IDS can trigger alarms or take corrective actions when anomalies are
detected.

» Encryption and Authentication:

o Secure data transmission through encryption and strong authentication
methods.

> This ensures that even if interference occurs, the data remains confidential
and trustworthy.

» Error Correction and Resilience:

> Implement error-correcting codes and resilience mechanisms to recover from
data corruption caused by interference, maintaining data integrity.




Security and Self-protection

Neighbor Awareness:

- BAN devices can communicate with neighboring devices to share
Information about interference sources and collectively adapt their
communication strategies.

Regulatory Compliance:

o Ensure that BAN devices adhere to regulatory standards and
spectrum allocation rules to reduce the likelihood of causing or
experiencing interference.

Physical Security Measures:

> Protect BAN devices physically from tampering or unauthorized
access, which can compromise their operation or security.

Monitoring and Logging:

> Maintain logs of network activity and interference events to analyze

d respond to security incidents promptly.
WK
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Bacterial attacks

Security Concerns with Bacterial Attacks in BANS:

» Bacterial Contamination: In healthcare BANS, devices can
come Into contact with bodily fluids and tissues, making them
susceptible to bacterial contamination. Bacterial growth on or
Inside devices can compromise their functionality.

» Device Infections: Bacterial growth on BAN devices can lead
to infections If the devices are implanted or used for extended
periods within the body.

» Data Integrity: Bacterial contamination can affect the sensors
and data acquisition components of BAN devices, leading to
Inaccurate health data collection.

» Device Compromise: In extreme cases, bacterial colonization
could compromise the security of the BAN device itself,
potentially allowing unauthorized access or control.




Bacterial attacks

Self-Protection Mechanisms Against Bacterial Attacks:

» Biocompatible Materials: BAN devices should be constructed
from biocompatible materials that minimize the risk of bacterial
adhesion and colonization.

» Antimicrobial Coatings: Devices can be coated with
antimicrobial substances or materials to inhibit bacterial growth.
These coatings should be carefully chosen to ensure compatibility
with the body and long-term effectiveness.

» Regular Maintenance: Regular cleaning and maintenance of
BAN devices are essential to prevent bacterial growth and ensure
device hygiene.

» Barrier Encapsulation: Implantable BAN devices should be
encapsulated in a biocompatible barrier material to isolate them
from bodily fluids and tissues, reducing the risk of bacterial

contamination.
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Bacterial attacks

4

Remote Monitoring: Implement remote monitoring capabilities in
BAN devices to detect and report abnormal behavior or malfunctions
caused by bacterial contamination.

Sensor Calibration: Develop calibration procedures that can help
identify and correct data anomalies resulting from bacterial
contamination.

Encryption and Authentication: Secure communication between
BAN devices and external systems to prevent unauthorized access or
tampering, especially if bacterial contamination leads to device
compromise.

Infection Detection: Incorporate sensors or algorithms capable of
detecting signs of infection or changes in physiological parameters that
could indicate bacterial colonization or contamination.

Self-Cleaning Mechanisms: Explore the use of self-cleaning
mechanisms, such as ultraviolet (UV) light or other sterilization
qathods, to periodically sanitize the BAN devices.



Bacterial attacks

» User Education: Educate users, including healthcare
professionals and patients, about proper device care and
hygiene practices to minimize the risk of bacterial
contamination.

» Regulatory Compliance: Ensure that BAN devices adhere
to relevant medical device regulations and standards that
address biocompatibility, safety, and infection control.

» Self-protection mechanisms should focus on preventing
bacterial colonization, maintaining data integrity, and
ensuring the continued functionality and safety of BAN
devices. These measures are crucial for the successful and
secure deployment of BAN technology In healthcare
setting.




Virus infection

Security Concerns with Virus Infections in BANSs:

>

Data Integrity: Viruses can Infect BAN devices and
compromise the integrity of stored or transmitted data,
leading to inaccurate health monitoring information.

Device Malfunction: Virus infections can cause BAN
devices to malfunction, disrupting their intended operation
and potentially endangering the wearer's health.

Unauthorized Access: Some viruses may provide attackers
with unauthorized access to BAN devices or the data they
collect, compromising patient privacy and device security.

Data Exfiltration: Viruses can facilitate data exfiltration
from BAN devices, leading to the leakage of sensitive
patient information.




Virus infection

Self-Protection Mechanisms Against Virus Infections:
4

Secure Boot and Firmware Updates: Implement secure
boot processes and firmware update mechanisms to ensure
that only authorized and authenticated code can run on
BAN devices. Regular updates can patch vulnerabilities.

Antivirus and Intrusion Detection: Deploy antivirus and
Intrusion detection systems on BAN devices to actively
scan for and mitigate virus threats.

Network Segmentation: Segment BAN networks from
external networks, reducing the attack surface and
preventing viruses from spreading to or from the BAN.

User Authentication: Enforce strong user authentication
methods to prevent unauthorized access to BAN devices
and the data they store.

Data Encryption: Encrypt data both at rest and in transit to
protect it from unauthorized access or tampering by viruses.



Virus infection

» Access Control Policies: Implement access control policies that limit
who can interact with BAN devices and what actions they can perform,
reducing the risk of virus infections.

» Behavioral Analysis: Employ behavioral analysis and anomaly
detection algorithms to identify abnormal device behavior that could
Indicate a virus infection.

» Isolation of Infected Devices: Automatically isolate infected BAN
devices from the network to prevent the spread of viruses to other
devices.

» Remote Wipe and Disable: Implement remote wipe and disable
functionalities to remotely deactivate compromised devices and protect
patient data.

» Code Signing: Require that all software running on BAN devices be
digitally signed and verified to prevent the execution of unauthorized
o1 tampered code.




Virus infection

» Regular Software Updates: Keep BAN device software up to
date with the latest security patches and updates to mitigate
known vulnerabilities.

» User Training: Educate users and healthcare professionals about
virus risks, safe practices, and how to recognize and report
potential infections.

» Regulatory Compliance: Ensure that BAN devices adhere to
medical device regulations and cyber security standards to
minimize virus-related risks.

» Virus infections can pose significant security threats to BANS,
particularly in healthcare applications where patient data privacy
and device integrity are paramount.

» Implementing robust self-protection mechanisms is essential to
safeguard BAN devices, maintain data integrity, and ensure
secure and reliable healthcare monitoring.




Secured protocols

Importance of Secured Protocols in BANS:

» Confidentiality: Secured protocols ensure the
confidentiality of sensitive health data transmitted within
the BAN. This is crucial to protect patient privacy.

» Data Integrity: These protocols provide mechanisms to
verify the integrity of data during transmission, preventing
unauthorized tampering or modification.

» Authentication: Secured protocols enable authentication of
devices and users within the BAN, ensuring that only
authorized entities can access and interact with the network.




Secured protocols

>

Authorization: They allow for fine-grained access control, determining
what actions each user or device can perform within the BAN.

Protection Against Eavesdropping: Secured protocols encrypt
communication, making it extremely difficult for eavesdroppers to
Intercept and understand the transmitted data.

Protection Against Replay Attacks: These protocols often include
protections against replay attacks, where attackers attempt to retransmit
captured data to gain unauthorized access.

Common Secured Protocols for BANS:

>

Transport Layer Security (TLS):
o TLS is widely used to secure data transmission in BANS.

o It provides end-to-end encryption, data integrity checks, and server
authentication.

o TLS is commonly used for secure communication between BAN devices
and external servers or gateways.



Secured protocols

» IEEE 802.15.6 Security Extensions:

- |EEE 802.15.6, a standard for BANS, includes security
mechanisms.

o It defines protocols for key exchange, encryption, and data
Integrity checks.
» Bluetooth Secure Connections:

- For BANs that use Bluetooth technology, Bluetooth Secure
Connections offer enhanced security with advanced encryption
and authentication.

» Wi-Fi Protected Access (WPA/WPA2/\WPA3):

> In cases where BANs use Wi-Fi for communication, securing
the Wi-Fi network with WPA/WPA2/\WPA3 ensures that data
transmitted over Wi-Fi is encrypted and protected.




Secured protocols

» OAuth and OAuth2;

o These authentication and authorization protocols are valuable when
BANSs interact with external services or cloud platforms.

> They enable secure third-party access to BAN data while maintaining
control and security.

» Message Authentication Codes (MACS):

- MACs are cryptographic techniques used to ensure the integrity of
messages transmitted in BANS.

> They help detect any tampering with the data during transmission.
» Digital Signatures:

o Digital signatures are used to authenticate the source of messages or data
within the BAN.

> They ensure that data is from a trusted sender and has not been altered in
transit.




Secured protocols

Considerations for Implementing Secured Protocols:

» Key Management: Effective key management is crucial for
secured protocols. BANs should securely generate, distribute,
and store encryption keys.

» Updates and Patches: Regularly update and patch the secured
protocol Implementations to protect against known
vulnerabilities.

» Compliance: Ensure that the selected secured protocols
comply with relevant regulatory requirements, especially In
healthcare applications.

» User Education: Educate BAN users and administrators on the
proper use of secured protocols, including password hygiene
and secure device setup.

» Monitoring and Alerts: Implement mechanisms for
monitoring network traffic and generating alerts for suspicious
activities or security breaches.




Self-protection

Importance of Self-Protection in BANSs:
4

Resilience: Self-protection mechanisms ensure that BANS
can continue to operate effectively even in the presence of
coexistence issues, interference, or security threats.

Data Integrity: These mechanisms help maintain the
Integrity of health data collected by BAN devices, ensuring
Its accuracy and reliability.

Security: Self-protection measures enhance the security of
BANSs by preventing unauthorized access, data breaches, or
tampering.

Patient Safety: In healthcare applications, self-protection is
critical for patient safety, as any compromise in BAN
functionality can have serious conseguences.



Self-protection

Common Self-Protection Mechanisms for BANS:
» Dynamic Frequency Selection (DFS):

- DFS mechanisms allow BAN devices to dynamically switch
to less congested frequency channels to reduce interference
and maintain reliable communication.

» Frequency Hopping:
> Frequency hopping techniques periodically change the

operating frequency of BAN devices, making it difficult for
Interference sources to continuously disrupt communication.

» Adaptive Transmission Power Control:

- BAN devices can adjust their transmission power levels based
on proximity to other devices, reducing interference and
onserving energy.



Self-protection

» Collision Avoidance:
> Implement protocols that detect and avoid collisions in BAN
communication, reducing the risk of data loss and delays.

» Error-Correction Coding:
> Error-correcting codes can be used to recover data lost due to
Interference, ensuring data integrity.

» Neighbor Awareness:

> BAN devices can communicate with neighboring devices to
share information about interference sources and collaboratively

adapt their communication strategies.

» Self-Healing Networks:
- Self-healing algorithms allow BANSs to automatically detect and
ecover from disruptions, ensuring continuous operation.




Self-protection

» Behavioral Analysis:

- Employ behavioral analysis techniques to identify abnormal
device behavior that may indicate interference or security
threats.

» Remote Monitoring and Management:

> Implement remote monitoring capabilities to detect and respond
to issues in real-time, even when BAN devices are deployed on
patients.

» Secure Boot and Firmware Updates:

> Ensure that BAN devices only run authorized and authenticated
code to prevent malware or unauthorized software from
compromising device functionality.




Self-protection

» Data Encryption:
o Encrypt data both at rest and in transit to protect it from unauthorized access
and tampering.
» Authentication and Authorization:
- Enforce strong user and device authentication, and implement access control
policies to restrict access to authorized entities.
» Regulatory Compliance:
> Ensure that BAN devices adhere to relevant regulatory standards for safety,
security, and privacy.
» User Education and Training:
Educate BAN users and healthcare professionals about the importance of self-
protection, proper device use, and security best practices.
» Monitoring and Alerts:

Implement mechanisms for monitoring network performance and security,
generating alerts for unusual activities or potential threats.




Self-protection

» Regular Updates and Maintenance:

Regularly update and maintain BAN devices and
software to patch vulnerabilities and ensure optimal
self-protection.

» Self-protection mechanisms are essential for BANSs to
operate securely and reliably in complex and dynamic
environments.

» These mechanisms not only enhance data integrity and
security but also contribute to the safety of patients and
the effectiveness of healthcare monitoring applications.




Thank You




UNIT IV COEXISTENCE ISSUES WITH BAN

Interferences

Interference in Body Area Networks (BANSs) refers to the disruption or degradation of wireless
communication signals between wearable or implantable medical devices within or around the
human body. Interference can be caused by various factors and can have significant implications
for the reliability and effectiveness of these networks. Here are some common sources and types
of interference in BANSs:

1. Frequency Interference:

e Co-channel Interference: BAN devices may operate in the same frequency
bands as other wireless technologies like Wi-Fi, Bluetooth, or Zigbee.
Interference can occur when multiple devices share the same frequency, leading
to signal collisions and reduced performance.

2. Intra-body Interference:

e Tissue Absorption: The human body absorbs electromagnetic waves to varying
degrees, depending on factors like tissue type and thickness. Signals passing
through different body tissues can weaken, leading to reduced signal strength and
communication range.

3. Interference from Nearby Devices:

o Other BAN Devices: Multiple BAN devices worn by the same person can
interfere with each other if they operate on overlapping frequencies or use
incompatible communication protocols.

o External Devices: Nearby electronic devices, such as smartphones, tablets, or
medical equipment, can emit electromagnetic interference (EMI) that disrupts
BAN communications.

4. Body Movements and Orientation:

e Body Movements: Changes in body position, motion, or posture can affect the
orientation and relative positioning of BAN devices, potentially leading to signal
blockage or fading.

5. Interference from Medical Equipment:

« Medical Equipment EMI: Certain medical equipment used in healthcare
settings, such as magnetic resonance imaging (MRI) machines or defibrillators,
can emit strong electromagnetic fields that interfere with BAN operations. This
interference can disrupt data transmission and pose risks to patient safety.

6. Security Concerns:

e Unauthorized Access: Unauthorized devices or malicious actors attempting to
intercept or disrupt BAN communications can introduce interference and
compromise data privacy and security.



To mitigate interference in BANSs, designers and healthcare professionals employ several

strategies:

e Frequency Management: Carefully select and manage the frequency bands used by
BAN devices to minimize interference with other wireless technologies.

« Antenna Design: Employ specialized antennas and signal processing techniques to
improve signal reception and reduce the impact of interference.

o Body-Aware Algorithms: Develop algorithms that adapt to changes in the body's
position and orientation, allowing BAN devices to maintain stable communication.

« Shielding and Filtering: Use shielding materials and filters to reduce the effects of EMI
from external sources and other electronic devices.

e Authentication and Encryption: Implement robust security measures to prevent
unauthorized access and protect BAN data from interference and eavesdropping.

Effective interference management is crucial in BANSs to ensure the reliability and safety of
medical monitoring and treatment processes. Regulatory bodies and standards organizations also
play a role in defining guidelines and requirements for BAN interference mitigation in healthcare

settings.

When dealing with coexistence issues in the context of Body Area Networks (BANSs), which are
wireless networks of wearable or implantable medical devices used for monitoring health or
delivering medical treatment, you can encounter various types of interferences. These
interferences can be categorized as intrinsic and extrinsic:

Intrinsic Interferences

Frequency Interference: BAN devices often operate in the unlicensed Medical
Body Area Network (MBAN) spectrum. Intrinsic interference can occur when
multiple BAN devices within close proximity use the same frequency channels,
leading to interference and reduced performance. Devices need to be designed to
avoid frequency conflicts.

Interference Due to Body Tissues: The human body can attenuate wireless
signals. Intrinsic interference can occur when signals weaken as they pass through
different body tissues or encounter obstacles within the body, affecting the
reliability and range of BAN devices.

Interference from Device Components: The components of BAN devices
themselves, such as antennas, sensors, or transceivers, can generate
electromagnetic interference (EMI) or electromagnetic compatibility (EMC)
issues. Poorly shielded components can disrupt the proper functioning of nearby
BAN devices.

Extrinsic Interferences

External Wireless Devices: BANs often coexist with other wireless devices in
the surrounding environment, like Wi-Fi routers, Bluetooth devices, or cellular



networks. These external devices can introduce extrinsic interference into the
BAN, causing signal degradation and potential data loss.

« Interference from Medical Equipment: In healthcare settings, various medical
equipment, such as MRI machines, can emit electromagnetic radiation that
interferes with BAN operations. Managing the coexistence of BANs with other
medical equipment is critical to ensuring patient safety and device reliability.

e Security Concerns: Unauthorized devices or malicious actors attempting to
interfere with BAN operations can be an extrinsic interference issue. Ensuring the
security of BAN communications is crucial to prevent such interference.

To mitigate these coexistence issues, BAN designers and healthcare professionals must carefully
plan and manage the frequency spectrum, consider the effects of the human body, use
interference-resistant designs, and implement robust security measures. Regulatory bodies, such
as the Federal Communications Commission (FCC) in the United States, often set guidelines to
address coexistence issues and ensure the safe operation of BANSs in shared frequency bands.

Effect on transmission

Coexistence issues can arise in Body Area Networks (BANs) when multiple devices and
communication technologies operate in close proximity within the same body or environment.
These issues can have a significant impact on the transmission and performance of BANs. Here
are some common coexistence issues and their effects on BAN transmission:

1. Interference: Interference occurs when multiple devices operating on the same or nearby
frequency bands interfere with each other's signals. In a BAN, this can lead to signal
degradation or even complete signal loss.

o Effect on Transmission: Interference can disrupt data transmission, causing
packet loss, reduced data rates, and increased error rates. This can lead to a
degradation in the quality of healthcare monitoring data or communication
between BAN devices.

2. Spectrum Congestion: With the proliferation of wireless technologies, spectrum
congestion becomes a significant concern. BANs often share frequency bands with other
wireless devices like Wi-Fi, Bluetooth, and cellular networks.

o [Effect on Transmission: Spectrum congestion can lead to decreased available
bandwidth for BANS, resulting in slower data rates and potential delays in
transmitting critical health information.

3. Power Consumption: Coexistence issues can also affect power consumption. When
BAN devices need to compete with other devices for resources or encounter interference,
they may need to increase their transmission power, leading to higher energy
consumption.

o Effect on Transmission: Increased power consumption can reduce the battery
life of BAN devices, which is a critical concern, especially in medical
applications where long-term monitoring is required.



4. Collision and Contention: In multi-device environments, there can be contention for the

wireless medium, leading to collisions when two or more devices attempt to transmit
simultaneously.

o Effect on Transmission: Collisions can result in data packet loss, requiring
retransmissions, which increase latency and reduce overall network efficiency. In
healthcare applications, this can lead to delays in transmitting vital patient data.

Protocol Conflicts: Different BAN devices may use different communication protocols,
and when they interact with each other or other wireless devices, protocol conflicts can
occur.

o Effect on Transmission: Protocol conflicts can prevent successful
communication between BAN devices, leading to data exchange failures or errors
in interpreting received data.

To address these coexistence issues in BANSs, several strategies can be employed, including:

Frequency Planning: Careful allocation of frequency bands to different wireless
technologies and devices to minimize interference.

Coexistence Protocols: Development and use of coexistence protocols that allow devices
to share the spectrum efficiently and avoid collisions.

Adaptive Transmission Power: Devices can adapt their transmission power levels based
on the current environmental conditions to minimize interference and conserve energy.

Advanced Modulation Techniques: Use of advanced modulation and coding techniques
to improve the robustness of data transmission in the presence of interference.

Dynamic Channel Allocation: Techniques that dynamically allocate channels or time
slots to devices based on demand and interference levels.

Coexistence issues are a significant concern in BANSs, especially in healthcare applications
where reliable and timely data transmission is critical. Effective management of these issues is
essential to ensure the successful deployment and operation of BANs in real-world scenarios.

Countermeasures at the Physical Layer and data link layer

Certainly, here are some countermeasures for coexistence issues in Body Area Networks (BANS)
at the physical layer and data link layer:

Countermeasures at the Physical Layer:

1. Frequency Planning and Allocation:

« Allocate non-overlapping frequency bands to BAN devices and ensure minimal
overlap with other wireless technologies (e.g., Wi-Fi, Bluetooth).

o Use spectrum analysis tools to identify and avoid crowded frequency bands.

2. Dynamic Frequency Selection (DFS):



e Implement DFS mechanisms that allow BAN devices to dynamically switch to
less congested frequency channels when interference is detected.

3. Adaptive Transmission Power Control:

o BAN devices should have the capability to adjust their transmission power based
on proximity to other devices to reduce interference and conserve energy.

4. Orthogonal Frequency Division Multiplexing (OFDM):

o Utilize OFDM modulation techniques, which are resistant to narrowband
interference and can improve coexistence in shared frequency bands.

Countermeasures at the Data Link Layer:
1. Carrier Sense Multiple Access (CSMA):

o Implement CSMA-based protocols where devices listen for ongoing transmissions
before initiating their own, reducing the likelihood of collisions.

2. Time Division Multiple Access (TDMA):

e Use TDMA to allocate specific time slots for BAN devices to transmit, reducing
the chances of simultaneous transmissions and collisions.

3. Clear Channel Assessment (CCA):

e Integrate CCA mechanisms into BAN devices to detect channel activity before
transmitting data. Devices will wait until the channel is clear to transmit.

4. MAC Layer Synchronization:

e Ensure synchronization among BAN devices using mechanisms like clock
synchronization to coordinate data transmissions and reduce contention.

5. Priority-Based Access:

o Assign different priority levels to various BAN devices or types of data. High-
priority devices or data can have preferential access to the channel.

6. Channel Hopping:

« Implement channel hopping techniques where BAN devices periodically switch to
different frequency channels to avoid continuous interference in a single channel.

7. Error-Correction Coding:

o Employ error-correcting codes at the data link layer to improve the reliability of
data transmission, especially in the presence of interference.

8. Interference Detection and Avoidance:

e Use interference detection algorithms to identify interfering signals and take
actions like channel switching or adaptive modulation to mitigate the impact.



9. Frame Aggregation:

o Combine multiple smaller data frames into larger ones to reduce the overhead
associated with frame headers, thereby improving spectral efficiency.

10. Adaptive Data Rates:

e Implement mechanisms for BAN devices to dynamically adjust their data rates
based on channel conditions and interference levels to optimize transmission
quality.

These countermeasures can help address coexistence issues in Body Area Networks and ensure
more reliable and efficient communication among BAN devices, even in crowded wireless
environments.

Coexistence issues in Body Area Networks (BANS) can also be influenced by regulatory factors,
especially when these networks involve medical devices. Here are some notes regarding
regulatory issues related to medical device regulation in the USA and Asia:

Regulatory issues-Medical Device regulation in USA and Asia
United States (USA) Medical Device Regulation:

1. FDA Oversight: In the United States, medical devices, including those used in BANSs,
are regulated by the Food and Drug Administration (FDA). The FDA classifies medical
devices into different classes based on their potential risks, with Class Il devices having
the highest risk.

2. FDA Premarket Approval (PMA): Class I1l devices, which may include certain
advanced BAN devices, require premarket approval from the FDA. This involves
rigorous testing and evaluation to ensure safety and efficacy.

3. 510(k) Clearance: Lower-risk medical devices, such as some BAN sensors, may go
through the 510(K) clearance process. Manufacturers need to demonstrate substantial
equivalence to an already approved device.

4. Quality System Regulation (QSR): Manufacturers of medical devices must adhere to
the FDA's Quality System Regulation, which outlines requirements for design,
manufacturing, and post-market surveillance.

5. Wireless Communication Standards: For BANs involving wireless communication,
adherence to standards such as IEEE 802.15.6, which is designed for wearable and
implantable BANs, can facilitate regulatory compliance.

6. Cybersecurity and Data Privacy: Ensuring data security and patient privacy is crucial,
and the FDA provides guidance on managing cybersecurity risks in medical devices.

Asian Medical Device Regulation (General Overview):

1. Diverse Regulatory Landscape: Asia comprises numerous countries with varying
regulatory frameworks for medical devices. Major markets like China, Japan, and India
have their own regulatory authorities and requirements.



CFDA (China): The China Food and Drug Administration (CFDA) oversees medical
device regulation in China. They classify devices into different categories and require
registration or approval before market entry.

PMDA (Japan): In Japan, the Pharmaceuticals and Medical Devices Agency (PMDA)
regulates medical devices. Japan has a strict approval process for medical devices,
including those used in healthcare wearables.

CDSCO (India): The Central Drugs Standard Control Organization (CDSCO) in India
regulates medical devices. India has been working on harmonizing its regulatory
framework with international standards.

. ASEAN Harmonization: Several Southeast Asian nations, including Malaysia,
Singapore, and Thailand, are working towards harmonizing medical device regulations
through the ASEAN Medical Device Directive.

Local Testing and Registration: Many Asian countries require local testing and
registration, which can create challenges for manufacturers trying to enter multiple
markets.

Data Localization: Some countries in Asia have data localization requirements that
affect BANSs, particularly concerning the storage and transmission of patient data.

Language and Documentation: Language requirements for documentation and labeling
can vary across Asian countries.

Market Access Challenges: Navigating the diverse and evolving regulatory landscape in
Asia can be challenging for companies looking to introduce BAN technologies.

It's essential for manufacturers and developers of BAN devices to understand and comply with
the specific regulatory requirements in each region where they intend to market their products.
This includes adhering to quality standards, data privacy regulations, and local testing and
documentation requirements to ensure successful market entry and coexistence with other
medical devices and wireless technologies.

Security and Self-protection

Security Concerns in BANs Due to Coexistence Issues:

Interference-Related Security Risks:

o Coexistence issues can make BANSs vulnerable to interference, which may lead to
unauthorized access or manipulation of sensitive health data.

e Security mechanisms should be in place to ensure that data transmission remains
confidential and tamper-proof.

2. Data Integrity and Authentication:

e Interference or collisions can result in data corruption or unauthorized data
injections into the network.



« Strong data integrity checks and authentication methods are essential to verify the
legitimacy of data sources within the BAN.

3. Denial of Service (DoS) Attacks:

o Coexistence issues, especially those related to interference, can be exploited by
attackers to launch DoS attacks, disrupting BAN operations.

e BANSs should have mechanisms to detect and mitigate DoS attacks.
Self-Protection Mechanisms to Address Coexistence Issues:
1. Frequency Hopping:

e BANSs can employ frequency hopping techniques to change operating channels
rapidly, making it more challenging for potential attackers to target specific
frequencies for interference.

2. Dynamic Channel Selection:

o Self-protection mechanisms can include algorithms that continuously monitor
interference levels and switch to less congested channels to maintain reliable
communication.

3. Cognitive Radio Techniques:

« Cognitive radio technology can enable BAN devices to sense and adapt to the
wireless environment actively, selecting the best available channels and avoiding
interference sources.

4. Intrusion Detection Systems (IDS):

« Deploy IDS within the BAN to monitor network traffic for suspicious activities or
signs of interference.

« IDS can trigger alarms or take corrective actions when anomalies are detected.
5. Encryption and Authentication:
e Secure data transmission through encryption and strong authentication methods.

e This ensures that even if interference occurs, the data remains confidential and
trustworthy.

6. Error Correction and Resilience:

« Implement error-correcting codes and resilience mechanisms to recover from data
corruption caused by interference, maintaining data integrity.

7. Neighbor Awareness:

e BAN devices can communicate with neighboring devices to share information
about interference sources and collectively adapt their communication strategies.

8. Regulatory Compliance:



o Ensure that BAN devices adhere to regulatory standards and spectrum allocation
rules to reduce the likelihood of causing or experiencing interference.

9. Physical Security Measures:

o Protect BAN devices physically from tampering or unauthorized access, which
can compromise their operation or security.

10. Monitoring and Logging:

« Maintain logs of network activity and interference events to analyze and respond
to security incidents promptly.

In summary, coexistence issues in BANSs can pose security risks due to interference and other
factors. Implementing self-protection mechanisms is essential to mitigate these risks and ensure
the security, reliability, and performance of the network, especially in critical healthcare
applications where patient data privacy and device integrity are paramount.

Coexistence issues in Body Area Networks (BANSs) can also extend to security concerns related
to bacterial attacks, which may be less common but are still important to consider, especially in
medical and healthcare applications. Here are some notes on security and self-protection against
bacterial attacks in BANS:

Security and Self-protection-Bacterial attacks
Security Concerns with Bacterial Attacks in BANSs:

1. Bacterial Contamination: In healthcare BANSs, devices can come into contact with
bodily fluids and tissues, making them susceptible to bacterial contamination. Bacterial
growth on or inside devices can compromise their functionality.

2. Device Infections: Bacterial growth on BAN devices can lead to infections if the devices
are implanted or used for extended periods within the body.

3. Data Integrity: Bacterial contamination can affect the sensors and data acquisition
components of BAN devices, leading to inaccurate health data collection.

4. Device Compromise: In extreme cases, bacterial colonization could compromise the
security of the BAN device itself, potentially allowing unauthorized access or control.

Self-Protection Mechanisms Against Bacterial Attacks:

1. Biocompatible Materials: BAN devices should be constructed from biocompatible
materials that minimize the risk of bacterial adhesion and colonization.

2. Antimicrobial Coatings: Devices can be coated with antimicrobial substances or
materials to inhibit bacterial growth. These coatings should be carefully chosen to ensure
compatibility with the body and long-term effectiveness.

3. Regular Maintenance: Regular cleaning and maintenance of BAN devices are essential
to prevent bacterial growth and ensure device hygiene.



10.

11.

Barrier Encapsulation: Implantable BAN devices should be encapsulated in a
biocompatible barrier material to isolate them from bodily fluids and tissues, reducing the
risk of bacterial contamination.

Remote Monitoring: Implement remote monitoring capabilities in BAN devices to
detect and report abnormal behavior or malfunctions caused by bacterial contamination.

Sensor Calibration: Develop calibration procedures that can help identify and correct
data anomalies resulting from bacterial contamination.

Encryption and Authentication: Secure communication between BAN devices and
external systems to prevent unauthorized access or tampering, especially if bacterial
contamination leads to device compromise.

Infection Detection: Incorporate sensors or algorithms capable of detecting signs of
infection or changes in physiological parameters that could indicate bacterial colonization
or contamination.

Self-Cleaning Mechanisms: Explore the use of self-cleaning mechanisms, such as
ultraviolet (UV) light or other sterilization methods, to periodically sanitize the BAN
devices.

User Education: Educate users, including healthcare professionals and patients, about
proper device care and hygiene practices to minimize the risk of bacterial contamination.

Regulatory Compliance: Ensure that BAN devices adhere to relevant medical device
regulations and standards that address biocompatibility, safety, and infection control.

Bacterial attacks are a unique security challenge in BANs, primarily in medical contexts. Self-
protection mechanisms should focus on preventing bacterial colonization, maintaining data
integrity, and ensuring the continued functionality and safety of BAN devices. These measures
are crucial for the successful and secure deployment of BAN technology in healthcare setting.

Security and Self-protection- Virus infection

Coexistence issues in Body Area Networks (BANS) can also extend to security concerns related
to virus infections, especially in the context of data and communication security. Here are some
notes on security and self-protection against virus infections in BANS:

Security Concerns with Virus Infections in BANSs:

1.

Data Integrity: Viruses can infect BAN devices and compromise the integrity of stored
or transmitted data, leading to inaccurate health monitoring information.

Device Malfunction: Virus infections can cause BAN devices to malfunction, disrupting
their intended operation and potentially endangering the wearer's health.

Unauthorized Access: Some viruses may provide attackers with unauthorized access to
BAN devices or the data they collect, compromising patient privacy and device security.

Data Exfiltration: Viruses can facilitate data exfiltration from BAN devices, leading to
the leakage of sensitive patient information.



Self-Protection Mechanisms Against Virus Infections:

1.

10.

11.

12.

13.

Secure Boot and Firmware Updates: Implement secure boot processes and firmware
update mechanisms to ensure that only authorized and authenticated code can run on
BAN devices. Regular updates can patch vulnerabilities.

Antivirus and Intrusion Detection: Deploy antivirus and intrusion detection systems on
BAN devices to actively scan for and mitigate virus threats.

Network Segmentation: Segment BAN networks from external networks, reducing the
attack surface and preventing viruses from spreading to or from the BAN.

User Authentication: Enforce strong user authentication methods to prevent
unauthorized access to BAN devices and the data they store.

Data Encryption: Encrypt data both at rest and in transit to protect it from unauthorized
access or tampering by viruses.

Access Control Policies: Implement access control policies that limit who can interact
with BAN devices and what actions they can perform, reducing the risk of virus
infections.

Behavioral Analysis: Employ behavioral analysis and anomaly detection algorithms to
identify abnormal device behavior that could indicate a virus infection.

Isolation of Infected Devices: Automatically isolate infected BAN devices from the
network to prevent the spread of viruses to other devices.

Remote Wipe and Disable: Implement remote wipe and disable functionalities to
remotely deactivate compromised devices and protect patient data.

Code Signing: Require that all software running on BAN devices be digitally signed and
verified to prevent the execution of unauthorized or tampered code.

Regular Software Updates: Keep BAN device software up to date with the latest
security patches and updates to mitigate known vulnerabilities.

User Training: Educate users and healthcare professionals about virus risks, safe
practices, and how to recognize and report potential infections.

Regulatory Compliance: Ensure that BAN devices adhere to medical device regulations
and cyber security standards to minimize virus-related risks.

Virus infections can pose significant security threats to BANS, particularly in healthcare
applications where patient data privacy and device integrity are paramount. Implementing robust
self-protection mechanisms is essential to safeguard BAN devices, maintain data integrity, and
ensure secure and reliable healthcare monitoring.

Security and Self-protection- Secured protocols

Certainly, here are some notes on the use of secured protocols for enhancing security and self-
protection in Body Area Networks (BANSs):

Importance of Secured Protocols in BANS:



1. Confidentiality: Secured protocols ensure the confidentiality of sensitive health data
transmitted within the BAN. This is crucial to protect patient privacy.

2. Data Integrity: These protocols provide mechanisms to verify the integrity of data
during transmission, preventing unauthorized tampering or modification.

3. Authentication: Secured protocols enable authentication of devices and users within the
BAN, ensuring that only authorized entities can access and interact with the network.

4. Authorization: They allow for fine-grained access control, determining what actions
each user or device can perform within the BAN.

5. Protection Against Eavesdropping: Secured protocols encrypt communication, making
it extremely difficult for eavesdroppers to intercept and understand the transmitted data.

6. Protection Against Replay Attacks: These protocols often include protections against
replay attacks, where attackers attempt to retransmit captured data to gain unauthorized
access.

Common Secured Protocols for BANs:
1. Transport Layer Security (TLS):
e TLS is widely used to secure data transmission in BANS.
« It provides end-to-end encryption, data integrity checks, and server authentication.

e TLS is commonly used for secure communication between BAN devices and
external servers or gateways.

2. |EEE 802.15.6 Security Extensions:

o |EEE 802.15.6, a standard for BANSs, includes security mechanisms.

o It defines protocols for key exchange, encryption, and data integrity checks.
3. Bluetooth Secure Connections:

» For BANs that use Bluetooth technology, Bluetooth Secure Connections offer
enhanced security with advanced encryption and authentication.

4. Wi-Fi Protected Access (WPA/WPA2/WPA3):

e In cases where BANs use Wi-Fi for communication, securing the Wi-Fi network
with WPA/WPA2/WPAS ensures that data transmitted over Wi-Fi is encrypted
and protected.

5. OAuth and OAuth2:

o These authentication and authorization protocols are valuable when BANs
interact with external services or cloud platforms.

e They enable secure third-party access to BAN data while maintaining control and
security.



6.

7.

Message Authentication Codes (MACsS):

e MAC:s are cryptographic techniques used to ensure the integrity of messages
transmitted in BANS.

e They help detect any tampering with the data during transmission.
Digital Signatures:

« Digital signatures are used to authenticate the source of messages or data within
the BAN.

o They ensure that data is from a trusted sender and has not been altered in transit.

Considerations for Implementing Secured Protocols:

1.

Key Management: Effective key management is crucial for secured protocols. BANs
should securely generate, distribute, and store encryption keys.

Updates and Patches: Regularly update and patch the secured protocol implementations
to protect against known vulnerabilities.

Compliance: Ensure that the selected secured protocols comply with relevant regulatory
requirements, especially in healthcare applications.

User Education: Educate BAN users and administrators on the proper use of secured
protocols, including password hygiene and secure device setup.

Monitoring and Alerts: Implement mechanisms for monitoring network traffic and
generating alerts for suspicious activities or security breaches.

Secured protocols play a central role in safeguarding BANs against security threats, ensuring the
confidentiality, integrity, and authenticity of data within the network. Proper implementation and
maintenance of these protocols are essential for maintaining the security and privacy of BAN
applications, particularly in healthcare and other sensitive contexts.

Security and Self-protection- Self-protection

Certainly, here are some notes on self-protection mechanisms for enhancing security and self-
protection in Body Area Networks (BANS):

Importance of Self-Protection in BANSs:

1.

Resilience: Self-protection mechanisms ensure that BANs can continue to operate
effectively even in the presence of coexistence issues, interference, or security threats.

Data Integrity: These mechanisms help maintain the integrity of health data collected by
BAN devices, ensuring its accuracy and reliability.

Security: Self-protection measures enhance the security of BANSs by preventing
unauthorized access, data breaches, or tampering.

Patient Safety: In healthcare applications, self-protection is critical for patient safety, as
any compromise in BAN functionality can have serious consequences.



Common Self-Protection Mechanisms for BANSs:
1. Dynamic Frequency Selection (DFS):

e DFS mechanisms allow BAN devices to dynamically switch to less congested
frequency channels to reduce interference and maintain reliable communication.

2. Frequency Hopping:

« Frequency hopping techniques periodically change the operating frequency of
BAN devices, making it difficult for interference sources to continuously disrupt
communication.

3. Adaptive Transmission Power Control:

e BAN devices can adjust their transmission power levels based on proximity to
other devices, reducing interference and conserving energy.

4. Collision Avoidance:

o Implement protocols that detect and avoid collisions in BAN communication,
reducing the risk of data loss and delays.

5. Error-Correction Coding:

« Error-correcting codes can be used to recover data lost due to interference,
ensuring data integrity.

6. Neighbor Awareness:

« BAN devices can communicate with neighboring devices to share information
about interference sources and collaboratively adapt their communication
strategies.

7. Self-Healing Networks:

o Self-healing algorithms allow BANs to automatically detect and recover from
disruptions, ensuring continuous operation.

8. Behavioral Analysis:

o Employ behavioral analysis techniques to identify abnormal device behavior that
may indicate interference or security threats.

9. Remote Monitoring and Management:

« Implement remote monitoring capabilities to detect and respond to issues in real-
time, even when BAN devices are deployed on patients.

10. Secure Boot and Firmware Updates:

o Ensure that BAN devices only run authorized and authenticated code to prevent
malware or unauthorized software from compromising device functionality.

11. Data Encryption:



« Encrypt data both at rest and in transit to protect it from unauthorized access and
tampering.

12. Authentication and Authorization:

« Enforce strong user and device authentication, and implement access control
policies to restrict access to authorized entities.

13. Regulatory Compliance:

o Ensure that BAN devices adhere to relevant regulatory standards for safety,
security, and privacy.

User Education and Training:

o Educate BAN users and healthcare professionals about the importance of self-protection,
proper device use, and security best practices.

Monitoring and Alerts:

o Implement mechanisms for monitoring network performance and security, generating
alerts for unusual activities or potential threats.

Regular Updates and Maintenance:

e Regularly update and maintain BAN devices and software to patch vulnerabilities and
ensure optimal self-protection.

Self-protection mechanisms are essential for BANS to operate securely and reliably in complex
and dynamic environments. These mechanisms not only enhance data integrity and security but
also contribute to the safety of patients and the effectiveness of healthcare monitoring
applications.



UNIT V

APPLICATIONS OF BAN

MONITORING PATIENTS WITH CHRONIC DISEASE:
Stroke:

The scale of the requirement for patient monitoring in healthcare systems can only be
appreciated once the magnitude of human disease processes requiring early diagnosis and
treatment is considered. Several examples illustrate this need, but none as dramatically as

cardiovascular related illnesses. Abnormalities of heart rhythm (arrhythmias) such as atrial
fibrillation are commonly encountered in clinical practice, occurring in as many as 4% of the
population over the age of 60, increasing with age to almost 9% in octogenarians. Early symptoms
of atrial fibrillation include fatigue and palpitations, and often lead to the patient seeking medical
advice. Electrocardiography (ECG) is eventually performed along with other investigations, and
as soon as the diagnosis is made treatment is begun to try and prevent the longer-term
complications of tachycardia (rapid heart rate), mediated cardiomyopathy (resulting in heart
failure) and stroke. To prevent stroke, the patient is often placed on anticoagulant (blood thinning)
medication placing them at risk of potential bleeding complications from this therapy. All of this
results in a two-fold increase in mortality in this elderly patient group, independently of other risk
factors. Apart from early detection of this condition using ECG so that prompt treatment can be
initiated, regular monitoring is required to ensure control of the heart rate, which results in
prevention of much of the associated morbidity and mortality. BSNs offer the chance to diagnose
cardiac arrhythmias earlier than ever in “at risk” groups such as the elderly, as well as the ability

to monitor disease progression and patient response to any treatment initiated.

HYPERTENSION:

High blood pressure (hypertension) is another cardiovascular disease thought to affect
approximately 50 million individuals in the United States alone. The diagnosis of this disease is
often made in an otherwise asymptomatic patient who has presented to their doctor for other
reasons. This condition can, if untreated, result in end-organ failure and significant morbidity;
ranging from visual impairment to coronary artery disease, heart failure, and stroke. Heart failure
in turn affects nearly five million people every year in the United States, and is a contributory
factor in approximately 300,000 deaths each year. Early diagnosis of high blood pressure is

important for both controlling risk factors such as smoking and high cholesterol,



but also for early initiation of antihypertensive treatment. The diagnosis is confirmed using serial
blood pressure measurements, and once treatment is commenced this is titrated to the required
effect by monitoring the patient’s blood pressure over a period of weeks or months. Once a patient
has been diagnosed with hypertension, they require regular blood pressure monitoring to ensure
adequacy of therapy. Indeed over a patient’s life, the pharmacotherapy they receive may be altered
many times. One can imagine how labour-intensive blood pressure monitoring in these patients
can be, often requiring several visits to clinics. Although home blood pressure testing kits have

been made available, the limitations of these devices are their dependence on the

operator and patient motivation. Recently, a new category termed “prehypertension” has been
identified and may lead to even earlier initiation of treatment. BSNs would allow doctors to
monitor patients with seemingly high blood pressure during their normal daily lives, correlating
this to their other physiology in order to better understand not only the disease process but also to

decide what therapy to start the patient on, and to monitor their response to this therapy.

Diabetes mellitus:

Diabetes mellitus is a well-known chronic progressive disease resulting in several end-
organ complications. It is a significant independent risk factor for hypertension, peripheral
vascular, coronary artery, and renal disease amongst others. In the United States, the prevalence
of diabetes mellitus has increased dramatically over the past four decades, mainly due to the
increase in prevalence of obesity. It is estimated that annually 24,000 cases of diabetes induced
blindness are diagnosed, and 56,000 limbs are lost from peripheral vascular disease in the United
States alone. The diagnosis is often made from measuring fasting blood glucose (which is
abnormally raised) either during a routine clinical consultation, or as a result of complications of
the condition. Once such acute complication is diabetic keto-acidosis which can be life threatening,
and can occur not only in newly diagnosed diabetics, but also in those with poor blood sugar
control due to reduce compliance with medication. Once diagnosed, these patients require the
regular administration of insulin at several times during the day, with blood glucose “pinprick”
testing used to closely monitor patients’ blood sugar in between these injections. This need for
repeated drawing of blood is invasive and therefore undesirable for many patients, yet there is at
present no clear reliable alternative. As previously mentioned, variable treatment compliance rates
(60-80% at best) in these patients are made worse the fact that they are on multiple medications.
BSN technology used in the monitoring of this group would allow the networking of wireless
implantable and attachable glucose sensors not only to monitor patient glucose levels but also to
be used in “closed feedback loop” systems for drug (insulin) delivery, as described later on in this
chapter. Although the three chronic conditions mentioned above illustrate the need for continuous

physiological and biochemical monitoring, there other examples of disease processes that would



also benefit from such monitoring.

Monitoring Hospital Patients:
In addition to monitoring patients with chronic diseases, there are two other specific areas
where BSN applications offer benefit. The first of these is the hospital setting, where a large

number of patients with various acute conditions are treated every year. At present, patients in

hospital receive monitoring of various levels of intensity ranging from intermittent (four to six
times a day in the case of those suffering with stable conditions), to intensive (every hour), and
finally to continuous invasive and non-invasive monitoring such as that seen in the intensive care
unit. This monitoring is normally in the form of vital signs measurement (blood pressure, heart
rate, ECG, respiratory rate, and temperature), visual appearance (assessing their level of
consciousness) and verbal response (asking them how much pain they are in). Patients undergoing
surgery are a special group whose level of monitoring ranges from very high during and
immediately after operation (under general anaesthesia), to intermittent during the post- operative
recovery period. Aside from being restrictive and “wired”, hospital ward-based patient vital signs
monitoring systems tend to be very labour intensive, requiring manual measurement and
documentation, and are prone to human error. Automation of this process along with the ability to
pervasively monitor patients wherever they are in the hospital (not just at their bedside), is
desirable not only to the healthcare provider, but also to the patient. In the post- operative setting,
the use of implantable micro-machined wireless sensors to monitor the site of the operation has
already begun, with a sensor being used to monitor pressure in the aneurysm sac following
endovascular stenting. The next step for any “hospital of the future” would be to adopt a ubiquitous
and pervasive in-patient monitoring system enabling carers to predict, diagnose, and react to
adverse events earlier than ever before. Furthermore, in order to improve the efficiency of hospital
systems, the movements of patients through its wards, clinics, emergency departments and
operating theatres may be tracked to try and understand where workflow is being disrupted and
may be streamlined. This would help, for example, to maintain optimal capacity to cater for
elective (planned) admissions whilst having the ability to admit patients with acute illnesses.



Table 1.2 Disease processes and the parameters commonly used to monitor these diseases. Suggested sensor types for measurement of
these parameters are listed in brackets. All of these conditions currently place a heavy administrative and financial burden on healthcare

systems, which may be reduced if they are reliably detected.

Disease Process

Physiological Parameter (BSN Sensor Type)

Biochemical Parameter (BSN Sensor Type)

Hypertension Blood pressure (implantable/ wearable mechanoreceplor) Adrenocorticosteroids (implantable biasensor)
Ischaemic Heart Disease W e kie et Troponin, ereatine kinase (implantable biosensor)
able ECG sensor)
Cardiac Arrhythmias/ Heart rate, blood pressure, ECG, cardiac output (implant- Toopadin, cheaiie Tk (laplamiadis biosemsort
Heart Failure able/wearable mechanoreceptor and ECG sensor) POt £Ie Gals o
Cancer (Breast, Prostate, Weight loss (body fat sensor) Tumour markers, blood detection (urine, faces, sputum), nutritional
Lung, Colon) (implantable/ wearable mechanoreceptor) albumin (implantable biosensors)
Asthma | COPD Respiration, peak expiratory flow, oxygen saturation (implant- Oxygen partial pressure
able/ wearable mechanoreceptor) (implantable/wearable optical sensor, implantable biosensor)
Parkinson's Disease 8L, e, m-uscle ey Brain dopamine level (implantable biosensor)
(wearable EEG, accelerometer, gyroscope)
Alzheimer's Disease AGIEY, Sy, (cuRon Copmon (pedrabl aceelerome: Amyloid deposits (brain) (implantable biosensor/EEG)
ter, gyroscope)
Gait, muscle tone, activity, impaired speech, memory (wearable
Stroke S s
EEG, accelerometer, gyroscope)
; Visual impairment, sensory disturbance (wearable accelerome-  Blood glucose, glycated haemoglobin (HbALc).
Diabetes i 4 !
ter, gyroscope) (implantable biosensor)
. - int stiffness, reduced functi erature (wearable acceler-  Rheumatoid factor, inflammatory and autoimmune markers
Rheumatoid Athritis Joint stiffness, reduced function, temperature (wearable acceler ¢ o mmatory and autoimmune

omeler, gyroscope, thermistor)

(implantable biosensor)

Renal Failure

Unine output (implantable bladder pressure/volume sensor)

Urea, creatinine, potassium (implantable biosensor)

Vascular Disease (Peripheral
vascular and Aneurisms)

Peripheral perfusion, blood pressure, aneurism sac pressure.
(wearable/implantable sensor)

Haemoglobin level (implantable biosensor)

Infectious Diseases

Body temperature (wearable thermistor)

Inflammatory markers, white cell count, pathogen metabolites
(implantable biosensor)

Post-Operative Monitoring

Heart rate, blood pressure, ECG, oxygen saturation, temperature
(implantable /wearable and ECG sensor)

Haemoglobin, blood glucose, monitoring the operative site.
(implantable biosensor)

Monitoring Elderly Patients:

The second scenario where BSNs may prove invaluable is for the regular and nonintrusive

monitoring of “at risk” population groups such as the elderly. With people in industrialised nations

living longer than ever before and an increase in average life expectancy of more than 25 years,

the size of this group is set to increase, along with its potential demand upon healthcare resources.

Identifying ways of monitoring this aging population in their home environment is therefore very

important, with one key example of the usefulness of this approach being the vulnerable periods

during months of non-temperate weather. There is evidence to suggest that at times of the year

when weather conditions are at their extremes (either very cold or very hot), elderly patients are

at increased risk of requiring hospital admission. They are at risk because they are not able to seek

medical help early enough for simple and treatable conditions, which eventually may lead to

significant morbidity. An example of this is an elderly individual who lives alone and acquires a

chest infection, which he fails to identify and seek help



for until the infection requires hospital admission, or even ventilatory support. This could all be
potentially avoided if the infection, or change in patient habits as a result of this infection, was
picked up early and antibiotic therapy initiated. Examples illustrating how people behave
differently at the onset of illnesses include a decrease in appetite, a reduction in movement, and
propensity to stay indoors. When correlated with physiological vital signs measurement, this
system has the potential to clearly identify those most at risk. It is also demonstrates an instance in
which a WSN (set up in the patient’s home) and a BSN (on the patient’s body) may overlap in their
applications. It may be, therefore, that monitoring elderly patients in their home environment
during non-temperate weather will allow earlier detection of any deterioration in their condition,
for which prompt treatment may reduce the need for hospital admission, associated morbidity and
even mortality. The concept of an unobtrusive “home sensor network™ to monitor an elderly
person’s social health (giving feedback not only to that person’s carers and family members, but
also to the elderly individual themselves) is one that is being developed by several companies such
as Intel. Whilst such a sensor network attempts to monitor well-being by identifying the individual
and the level of activity they are undertaking, it is easy to see how this network could communicate
with a body sensor network relaying physiological data about the individual. Combining these two
networks would allow for a much better appreciation of the context in which the sensing is taking
place.
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The neural prosthesis chip for biomedical use includes the neural/muscular stimulators and
neural recording circuits. In these circuits, the stimulator has been widely used in biomedical
applications for decades, such as cardiac pacemaking, cochlear/retinal prosthesis, and cell
activation. The neural recording circuit is also involved in these applications to sense the neural
signal or assess stimulation efficacy and the tissue status to enable closed-loop control in
simultaneous neural recording and stimulation. The circuits for simultaneous neural recording and
stimulation are used in neural prostheses, such as the bionic neural link for limb function
restoration.

The bionic neural link includes neural recording circuits, stimulation circuits, and action potential
(AP) detection circuits . As shown in Figure, once the AP is detected in the circuit, the bionic
neural link bypasses the injury and triggers the stimulator to stimulate the distal nerve/muscle and
restore the limb function. The integrated circuit (IC) modules and the working theories will be

illustrated in detail in the following sections.
Cardiac Arrhythmia Monitoring

Implantable cardiac monitors (ICM) are small devices used for long-term monitoring of a
patient's heart electrical activity to detect irregular heart rhythm (arrhythmia). The technology can
eliminate the need for a bulky external Holter monitor that requires wire leads attached to the
patient and can only monitor the patient for 24 - 48 hours.

The small ICMs can be inserted under the skin during an in- office visit. It lasts for several
years. The intelligent ICM can automatically detect arrhythmias even when the patient is unaware
of these. The device is able to store several ECGs covering multiple types of arrhythmias. In
combination with BIOTRONIK Home Monitoring the data is send to the physician on a daily

basis. In this way the physician is better informed and can make a diagnosis earlier.

S0MOK

Medical guidelines recommend the use of ICMs for patients with unexplained syncope and for

those suspect to have atrial fibrillation (AF).


https://www.frontiersin.org/articles/10.3389/fnins.2021.663204/full#F1

A cardiac event monitor is a small piece of equipment you wear or carry that records your heart

rate and heart rhythm for your provider to review.

Cardiac event monitor

Cleveland Recorded heart rhythm
Clinic
2021

These devices can collect the same information as an electrocardiogram (EKG), but they’re

smaller than a deck of cards. Since you can have this battery-powered device with you for up to a

month, it’s good for recording abnormal heart rhythms that don’t happen every day.

Types of cardiac event monitors

o Patch recorder: This is good for two weeks and has everything contained in one unit
(patch) you wear on your chest.

e Symptom event monitor: You put the sensors on and turn the device on when you have
symptoms.

e Loop memory monitor: You keep the sensors on and start the device when you have
symptoms. It can record your EKG while symptoms are happening, but also a minute or two
before and after they start.

o Implanted loop recorders: This multi-year option is the only type that goes under your

skin.


https://my.clevelandclinic.org/health/diagnostics/16953-electrocardiogram-ekg

Multi patient monitors

Multi-parameter patient monitors are devices that can simultaneously measure multiple parameters
of a patient's health, such as heart rate, blood pressure, and temperature. They can also display information,
send alarms, and collect and distribute radiological data. These monitors are often used in hospitals and
clinical settings, such as intensive care units, emergency rooms, and acute care units.

Multi-parameter patient monitors can help clinicians provide a higher level of care to their patients by

giving a broader monitoring scope and a comprehensive understanding of the patient.

Some of the parameters that these monitors can measure include:

ECG, SpO2, Temperature, Blood pressure (non-invasive), Respiration rate, EtCO2 (optional), Pulse rate,
NIBP, PaCO2, and Invasive blood pressure.

Multi-parameter patient monitors are mostly used in bedsides for patients, in Intensive care units, acute
care units and emergency rooms in hospital or clinical settings. These equipment collects and reports
continuous variables like an ECG or EEG, and sampled variables like temperature and blood pressure.
Patient monitors of this kind have capability to display information, to send alarm conditions to alert staff,
to collect and distribute radiological data and to monitor various life support systems among other

functions.

Reliability, high resolution displays, accuracy, power management and security are just some of the key
considerations for these patient monitors. These systems need to have the processing power, powerful
enough to acquire, integrate, filter, and interpret several biotelemetry sources at once: at the same time

providing alarm conditions, displaying data, sending and collating data from the network.



At the heart of a typical modern bedside multi-parameter patient monitor is a powerful System -on-a-chip
like the Zynq Ultrascale+ MPSoC with the option of single, dual or quad core configurations along with
connectivity to biometric analog modules, both wired and wireless connectivity, flash storage, USB, and
supporting one or more high resolution local displays. Patient monitors are now battery operated and with
a wall outlet, will be network enabled and will have the capability to send secure data to a hybrid/private

cloud for analytics and storage.

Some monitors also allow for optional anesthetic agent measuring, cardiac output, and invasive

blood pressure.

SPORTS MEDICINE:

Sports medicine is a branch of medicine that deals with physical fitness and the treatment
and prevention of injuries related to sports and exercise. Sports medicine is not just for professional
athletes.

When you injure yourself during exercise or while playing a sport, you want to return to
your routine and athletic pursuits as soon as possible. Sports medicine doctors have specialized
training to help you do just that. They’re also experienced with preventing illness and injury in
active kids, adults, and people with physically demanding jobs.

A physician often leads a sports medicine team. Most sports medicine doctors are board-
certified in a specialty such as family medicine, orthopedics or pediatrics, and then they pursue
additional training in sports medicine.

There are other non-physician medical professionals who are critical to delivering care in
sports medicine. They include physical therapists, certified athletic trainers and nutritionists. They
each play an essential role in your care:

e Physical therapists help you rehabilitate and recover from injuries.

o Certified athletic trainers offer rehabilitative exercises to help you regain strength and
develop programs to prevent future injury.

o Registered dieticians help you with needed weight loss or weight gain, and they offer

dietary advice to help you improve how well your body is functioning.



Sports medicine doctors, physical therapists, certified athletic trainers and dieticians work

together to help you get back to your physical activities as quickly as possible.

Common injuries treated in sports medicine
Being active and playing sports are so good for you physically and mentally. But there is

an inherent risk of injury. Below are some of the common injuries we see in sports medicine:

e Ankle sprains

e Fractures

« Knee and shoulder injuries

« Tendonitis

o Exercise-induced asthma

e Heat illness

« Concussions

« Eating disorders

o Cartilage injuries



Gait Analysis in BAN

Gait analysis in the context of a Body Area Network (BAN) involves using a network of
wearable sensors placed on the body to monitor and analyze the way a person walks.
This technology can provide detailed insights into gait patterns, which can be useful for
a variety of applications including healthcare, sports, and security. Here's an overview of
how gait analysis works in a BAN and its applications:

Components of Gait Analysis in BAN

Wearable Sensors: These include accelerometers, gyroscopes, magnetometers, and
pressure sensors. They can be embedded in shoes, attached to legs, or integrated into
clothing.

Data Acquisition: Sensors collect data in real-time, capturing parameters such as step
length, cadence, speed, and angles of joints.

Wireless Communication: The data collected by sensors are transmitted wirelessly to a
central processing unit (CPU) or a mobile device using technologies like Bluetooth,
Zigbee, or Wi-Fi.

Data Processing and Analysis: Algorithms process the raw data to extract meaningful
information about gait patterns. Machine learning techniques are often used to classify
and analyze gait characteristics.

Feedback and Display: The results of the analysis can be displayed on smartphones,
tablets, or computers, providing feedback to users or healthcare professionals.
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Gait Analysis in BAN

Applications of Gait Analysis in BAN
Healthcare and Rehabilitation:

Fall Detection and Prevention: Identifying abnormal gait patterns that could indicate a
risk of falling.

Disease Monitoring: Monitoring gait changes in patients with Parkinson'’s disease,
multiple sclerosis, or after a stroke.

Post-Surgical Recovery: Tracking recovery progress and rehabilitation effectiveness
after surgeries such as hip or knee replacements.

Sports and Fitness:

Performance Enhancement: Analyzing and optimizing athletes' gait to improve
performance.

Injury Prevention: Identifying gait abnormalities that could lead to injuries.
Security and Authentication:

Biometric Identification: Using unique gait patterns as a biometric identifier for
security purposes.

Surveillance: Monitoring individuals in secure environments based on their gait.
Ergonomics and Workplace Safety:

Workplace Ergonomics: Assessing and improving the ergonomic practices of workers
to prevent musculoskeletal disorders.

Fatigue Monitoring: Detecting signs of fatigue in workers by analyzing changes in gait
patterns.

Challenges and Considerations



Gait Analysis in BAN

Sensor Placement and Calibration: Proper placement and calibration of sensors are
crucial for accurate data collection.

Data Privacy and Security: Ensuring that personal gait data is protected from
unauthorized access.

Battery Life and Power Management: Wearable sensors need to be energy-efficient to
ensure long-term use without frequent recharging.

Real-Time Processing: Developing efficient algorithms that can process data in real-
time for immediate feedback.

Conclusion

Gait analysis using Body Area Networks represents a significant advancement in the
ability to monitor and understand human movement. It offers valuable insights that can
enhance health, performance, and security across various domains. As technology
continues to evolve, the precision and applications of gait analysis in BANs are expected
to expand, offering even more sophisticated and personalized insights.



